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Dear eForensics Readers!

Today’s the day! The issue of eForensics Magazine is finally available!
The technology is constantly improving and our magazine helps the
cyber security communities to develop their techinques in order to
make our computers safe and secure in the industrial world. You
will find hints and tips concerning not only Malware forensics but
also many more cyber security themes.

In the issue you will find an interview with Damon Petraglia con-
ducted by Liora Farkovitz titled “A Journey into the Mind: How the
use of Psychological Analysis Techniques give Computer Forensics
Investigators Insight into How Criminals Hide Evidence on Compu-
ter and Networks”. Thanks to the fact that Damon Petraglia com-
bined his Bachelors in Psychology with an advanced computer fo-
rensics degree, he uses both technical and psychological savvvy to
gain access to sensitive data. Apart form interview, you will find
Petraglia’s article “Insider Threats”.

In the malware section, you will find Patrick Olsen and BJ Gle-
ason’s article that provides information about Virtual Machines
and MBR Malware. The authors give advice how to unpack mal-
ware, how to modify binary executables and how to analyse MBR
Malware. What is more, Jan Gobel’s “A Short Introduction to Mal-
ware Analysis” presents a short guide on how to get an overview
of a malware’s functionality through static analysis. He also briefly
shows how the usage of IDA scripts can facilitate the analysis pro-
cess by presenting a deobfuscation routine to reveal obfuscated
strings of an example binary.

Next, in his article “Computer Forensics in China Final” compu-
ter forensics pioneer Erik Laykin shares some of his experiences
and observations regarding the hurdles often faced when mana-
ging electronic data collections in this dynamic and emerging mar-
ket. Also, Roman Gorban shows how you will learn about certain
areas of Russian data protection legislation. You will learn about
approaches commonly used in Russia to collect electronic eviden-
ce. Nevertheless, the magazine is not solely devoted to forensics.
Ahahrzad Zargari and David Benford’s article “Cloud Forensics as
a New Technology” provides an overview of cloud forensics inclu-
ding the issues and the existing challenges in order to give better
future prospects and offers some steps to be taken to overcome
these challenges.

Evidence handling is considered one of the most important
aspects in the entire forensic investigation process, as it is the first
interaction between the Forensic Analyst and the evidence. Do
you find it interesting? Elias Psyllos wrote two articles devoted to
the topic “Evidence Handling for Mobile Devices” as well as “Evi-
dence Handling for Digital Media”.

Have you ever thought how we can ensure that we have the cor-
rect settings in place and how we can get the most secure connec-
tion? You will find the answer to this question in Paul Gafa’s article
titled “How Secure Is My Remote Connection?”

In the final section, you will find an extra article about CCTO writ-
ten by Mark Sugrue. It provides you with the information on how
to learn about CCTV industry and 3rd party player applications.

| hope that you will find this issue worthwhile. If you have any
suggestions concerning topics, problems you want to read about
or people you would like to know better thanks to eForensics Ma-
gazine. Please, feel free to contact us at www.eforensicsmag.com

Thank you all for your great support and invaluable help.

Enjoy reading!
Paulina Rdzanek



6. AJOURNEY INTO THE MIND: HOW THE USE OF PSYCHOLOGICAL ANALYSIS TECHNIQUES
GIVE COMPUTER FORENSICS INVESTIGATORS INSIGHT INTO HOW CRIMINALS HIDE
EVIDENCE ON COMPUTER AND NETWORKS

Interview with DAMON PETRAGLIA

| really enjoyed working with the criminal population. | started to become interested in criminology and the criminal
justice field. 9/11 was a turning point for me. When that happened | decided | was going to go back to school because
| had some direct involvement in the aftermath of the 9/11 attacks. That'’s a pretty life-changing experience “

In the interview Damon Petraglia discusses how to, in both technical and psychological savvy, gain access to sensitive
data.

14. INSIDER THREATS
by DAMON PETRAGLIA
Insiders have the trust, confidentiality and access to execute attacks. An inside attacker will have a higher probability
of success in infiltration or modification of critical information than any other attacker. The insider also represents the
greatest challenge to securing sensitive data because they retain a privileged or authorized a level of access and are
granted a certain degree of trust.
In his article Damon Petraglia shows how to detect an insider attackers as well as he gives a human behavioral indica-
tors that help to notice them.

16. EVIDENCE HANDLING FOR MOBILE DEVICES
by ELIAS PSYLLOS
Mobile devices are becoming more prevalent as evidence, in cases and investigations, whether it is for corporate or law
enforcement. Mobile devices play a huge role in our everyday lives, so, the amount of data that passes through them
can be extremely important for a case.”
In his article, Elias Psyllos gives tips to consider when handling Mobile Devices.

20. EVIDENCE HANDLING FOR DIGITAL MEDIA
by ELIAS PSYLLOS
When entering a situation that will involve handling of digital media, the first step should be to photograph the loca-
tion in which the potential evidence is located. Photographs show a 360-degree view of the location, prior to taking
any action. This allows the analyst to depict the location as found upon arrival. The second step involved with eviden-
ce handling would be to photograph the digital media in question.
Elias Psyllos presents tips to consider when handling Digital Media.

24. A SHORT INTRODUCTION TO MALWARE ANALYSIS
by JAN GOBEL
Malware has become an almost tolerated threat of the Internet. Private hosts and enterprise clients get compromised
every day and the number of files to analyse is growing constantly. Automated sandbox systems have evolved to
counter this threat, but they are not always the solution of all problems. Thus, knowing how to manually investigate a
malicious binary and obtain the most important information must not be forgotten.
Jan Gobel presents some tips how to briefly analyze a malicious binary in order to get an overview of its main functio-
nality as well as network indicators to be able to detect other infected systems on the network.

28. MASTER BOOT RECORD MALWARE ANALYSIS
by PATRICK OLSEN, BJ GLEASON
Master Boot Record (MBR) malware is making a return. Once confined to floppy disks, the technique is now being used
to install botnet-based rootkits. In this article, we will show the basics of how MBR malware is deployed, how it installs
itself, and how you can start to analyze what it is and what it is doing.
| their article Patrick Olsen and BJ Gleason give advices how to unpack malware, modify binary executables and analy-
ze MBR malware.



34.

38.

40.

COMPUTER FORENSICS IN CHINA FINAL

by ERIK LAYKIN

Collecting Electronic Data in China is fraught with risks and challenges. In this article, computer forensics
pioneer Erik Laykin shares some of his experiences and observations regarding the hurdles often faced when
managing electronic data collections in this dynamic and emerging market.

Erik Laykin discusses problems and challenges which many contemporary companies face while working in
China to secure and analyze electronic data for internal investigations or electronic discovery.

COMPUTER FORENSICS IN RUSSIA: PRACTICAL ASPECTS FOR DATA COLLECTION

by ROMAN GORBAN

It is hard to imagine that time will pass and the use of hard copy documents will be perceived as something
unusual and archaic. At least this is true for Russia. Even though Russian legislation has made considerable
progress in recognising electronic documents, it is rare to find court practice where they have been treated as
valid evidence.

In the article Roman Gorban covers certain aspects of data protection and general approach on forensic data
collection in Russia.

CLOUD FORENSICS AS A NEW TECHNOLOGY

by SHAHRZAD ZARGARI & DAVID BENFORD

Cloud computing is a new buzz promising to provide simplicity and delivering utilities based on virtualization
technologies. It provides availability, convenience, elasticity, large storage capacity, scalability, speed, and on-
demand network access to a shared pool of configurable computing resources while charging the consumer
based on the usage (pay-as-you-go).

Shahrzad Zargari and David Benford provide an overview of cloud forensics including the issues and the exi-
sting challenges in order to give better future prospects and also offers some steps to be taken to overcome
these challenges.

46. HOW SECURE IS MY REMOTE CONNECTION

by PAUL GAFA

Remote Desktop Connection to your Windows machine has been available for quite a long time. Over the years
the Remote Desktop Protocol (RDP) has evolved to provide higher security and better performance. Nowa-
days, due to users’ mobility, access to remote desktops or access from the cloud is very common.

Paul Gafa guides you through the settings available to configure your remote connection in a secure way.

50. THE CCTV FILE FORMAT MINEFIELD

by MARK SUGRUE

CCTV footage is a rapidly growing source of evidence for Law enforcement agencies. It has surpassed finger-
prints and other common evidence sources. The growth in CCTV as a source of evidence has primarily arisen
due to a fundamental shift in technology— the move from Analog to Digital surveillance systems. Whilst the
technology shift has provided a rich source of evidence, there are some technical issues which can give Law
enforcement agencies a headache.

Mark Sugrue shows how to identify formats and presents the best places for get 3rd party player applications.

www.eForensicsMag.com
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A JOURNEY INTO THE MIND

How the use of Psychological Analysis
Techniques give Computer Forensics
Investigators Insight into How
Criminals Hide Evidence on
Computers and Networks

By Liora Farkovitz

This week was the 11th anniversary of the Al Qaeda Terrorist Attacks here
in New York. On Tuesday of this week, this was the same day of the week of
the attacks; the weather was identical with an incredibly clear and shiny sky.
It was a warm and beautiful day, which with those traumatic memories well
installed in the minds and bodies of my fellow New Yorkers, was actually a
bit unnerving. We came through the Battery Tunnel with my heart rate rising
and my husbands anxiety rising as well, and we momentarily bickered abo-
ut whether the West Side Highway was open or blocked off. The memorial
ceremonies had just begun and we were within minutes of the,moment of
silence’ which made traffic up and down the FDR on the east side, and all
around Lower Manhattan totally insane. While we slugged through traffic
towards the Upper East Side, we found precinct after precinct barricaded by
crusty and intense police officers, who seemed a little more strident and in-
sistent than usual. By the time | got to my appointment, everyone was raw
with emotion, traumatic memories - short on patience and brittle with pain.

time of the attacks; | had just given birth to

my youngest child a few months before, and
days before flown across the country in the same
type of jet used as missiles in lower Manhattan.
But no matter where you were that day, for all of us
it was a seminal moment — | will never forget quic-
kly calculating 110 floors x 2 x 250 people per floor
as the number of potential victims while | waited for

Personally, | did not live in New York at the

my four year old daughter to be released from her
school and into my terrified arms.

It was the day that everything changed in America,
and for every American — and the changes conti-
nue to reverberate today as our government pur-
sues the enemies that were first identified through
“intense internet chatter” using technology and ste-
alth techniques alike.



Coincidentally, that was the same day that the sub-
ject of my interview, Damon Petraglia, changed the
course of his career, and his life, when he decided
to combine his Bachelors in Psychology with an
advanced computer forensics degree. He declines
to publicly share the particular details of that day
in respect of the victims and their families but the
story of how he developed his expertise from that
day forward is fascinating indeed.

| interviewed Damon Petraglia of Chartstone Con-
sulting, a Digital Forensic and Information Security
consulting company located in the state of Con-
necticut, not very far from New York, New York.
Damon is a computer forensic expert. He teaches
information security to US federal agencies, holds
a master’'s degree in forensic computer investi-
gation, and has lead security assessments and
breach investigations for both public and private
sector clients throughout the country and interna-
tionally. Additionally, he teaches law enforcement
and is a member of the electronic crimes task force
for the US Secret Service.

Mr. Petraglia took me on an amazing journey thro-
ugh the minds of the people that are charged to
protect our systems, criminals, and himself as an
Investigator - and how he uses both technical and
psychological savvy to gain access to sensitive
data.

LF: Tell me about how you got started in this business and
what you enjoy doing. What’s unique about your practice
that might be different than others...this interview series
seems to be turning more into talking to different consul-
tants about how they apply this skill set within the com-
mercial sector?

The first interview | did from a law enforcement angle, and
| talked to someone this morning who also owns a consul-
tancy and | have a couple of other interviews with people
who own consultancies too. So that should be a different
way of approaching this from what | did before.

DP: Well, | thought the one with Shaun Winter was absolutely
fantastic. | really like that.

LF: Oh thanks! Let’s start from the beginning of the story.
How did you get here, and what are your areas of special-
ty? Why do you like what you’re doing? The magazine
always wants to know, what is it that you would advise
somebody who wanted to do what you’re doing in their
careers?

| think that they like that angle because they’re appe-

aling to a younger audience and we get to be considered,
what’s the term | want to use? Seasoned.

www.eForensicsMag.com

DP: Right (and you can hear his smile).

LF: Maybe stories that you have of that. If you want to
share stories about things you’ve done for law enforce-
ment and things you’ve done for corporations or things
that you may have done for individuals, anything that’s
been international because this is an internationally ba-
sed magazine.

Let’s just start with when you started out in your career,
what was your career? I’'m 50, so when | started in tech-
nology, | had the background of social work degree and
| thought that | would end up being a marriage therapist,
honestly. That’s where | thought I’d end up, and | ended
up in technology for many years. So | kind of bring a
fusion to that and | find that other people that are in my
age group do too.

DP: Yeah. Actually, | think you and | have more in common
than we may realize. I'm a little bit younger. I'm 41. | star-
ted out with a bachelor’s degree in psychology, and | started
out working with troubled youth, we’ll call them. So basically
it was a reform school or even a sort of correctional facility
for youth, and from there | actually jumped out and went into
sales because of the money. But | really enjoyed working with
the criminal population. | started to become interested in crimi-
nology and the criminal justice field. 9/11 was a turning point
for me. When that happened | decided | was going to go back
to school because | had some direct involvement in the after-
math of the 9/11 attacks. That's a pretty life-changing expe-
rience and | decided I'm going to go back to school. | need to
help people. That's what I've always wanted to do all my life,
and this is something that I’'m going to dedicate my life to.

LF: | think that many of us experienced a great deal of in-
tensity and introspection as a result of the terrorist attack
and it changed all of us, | mean, | can remember that day. |
married an artist who’s from New York and that’s how | en-
ded up in Brooklyn. | know you can tell from my voice that
I’m not from here, but | moved here from Atlanta, and at
the time of the World Trade Center attacks | was married
to my first husband and my third child had just been born
a couple of months before and I'll never forget it.

It changed everything the way | thought about everything,
and my husband, he’s told me stories that at the time, he
was on Lafayette in Manhattan. He could see what was
going on from the roof of his building. There was debris
in the streets, people posting for information about loved
ones near where he lived at the time. He can’t watch any
of these shows that come on TV. | can pretty much watch
anything that’s forensic that comes on, but he just can’t.
He can’t do it. It’s too upsetting to him.

A lot of my own work has been about how trauma affects
us as people and how that’s played out. A lot of the pro-
jects I've done research for were how to treat trauma re-
motely using telemedical solutions, how to create reports
showing the effects of trauma, or how to document the
medical records for trauma treatment, so this is a big part
of the kinds of research and development projects I've
done, and | certainly do understand the affect of it. One of
the things | did last year was | became a Disability Advo-
cate for the courts. In the courtroom it’s so stressful that
a lot of people just can’t articulate themselves.

So when you went back to school, where did you go? Did



you go there in Connecticut or did you come here to the
city?

DP: No, | came back to Connecticut and immediately said, I
want to do something bigger and help people.” First thoughts
were things like the FBI and that kind of thing, you know?
What do | have to do, and where do | need to go?

At the University of New Haven they have an excellent crimi-
nal justice program and so | went there and asked to speak to
the head of forensics and said, ,Here | am. I'm 30 years old.
I’'m not a kid so let me in. | want to pursue a master’s degree
in forensics,” and he said, ,No, you don’t have enough hard
science background.” So being 30 years old and realizing so-
metimes you don’t always take ,no” for an answer, and so |
kind of said, ,Well, who’s your boss? | want to talk to him.” |
went and talked to the Dean of the entire Criminal Justice Pro-
gram, which forensics was a part of, and the Dean said, ,Well,
if the forensics department isn’t going to let you in, | like what
| see. | understand where you're coming from. What do you
think of this? We have this new program. It's called Computer
Forensics.” At the time | didn’t own a computer.

LF: Wow!!
DP: And | did well.

LF: That is just amazing that you didn’t have a computer
then.

DP: Yeah, | didn’t. | mean, it was 2002. | wasn’t working a job
where | needed a computer. | didn’t have one. | used a couple
here and there, so | said, ,Well, this is interesting because
everybody’s going to be using a computer soon and just be-
cause I'm not, I'm a little bit behind things.” | immediately saw
that it was possible that every crime was going to have some
evidence back to a computer, and | could see that pretty quic-
kly, so | said, ,Yes, if you let me in this program I'll do great.”
So he let me in, and | did. | did really great. | graduated with a
3.8 or a 3.9, and did very well. During that program | became
a graduate assistant in that department and | assisted in te-
aching some of the computer forensic classes and then was
invited to teach a course in computer forensics at the police
academy in Puerto Rico. So | did that and | graduated the
program and immediately became a contracted federal inve-
stigator for The Office or Personnel Management (OPM). And
what | did was background investigations for security clearan-
ces. So people that needed top secret clearances to work in
government projects, | would do their background.

LF: Did you find anything surprising in doing that work,
things that people were trying to hide?

DP: Oh, yeah. What had happened was, | was very good at
investigations and | quite quickly was put on what they call
Special Investigations and pretty soon my entire caseload was
foreign names that were impossible to pronounce.

LF: Names like Liora Farkovitz perhaps? (laughing)

DP: Much tougher than that. So the work was very, very inte-
resting because | was dealing with international persons and
situations. | got to see a lot of things. | got to see the inside of
many submarines, doing some military investigations, and got
to meet and incredible amount of people and an incredible di-
versity of people. So it was really interesting work and so then

eForensics
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while | was doing that | wound up doing an investigation and
being offered a job with a consulting company and wound up
doing information security consulting. They hired me because
| had the master’s degree in forensics and they were trying
to get a forensic program off the ground. | said, ,Hire me and
we’ll take it from there.” From there, | travelled all over the co-
untry on all kinds of different information security projects from
penetration testing, being the hacker, to policy and procedure
reviews to physical penetration and a lot of Social Engineering
projects. Are you familiar with Social Engineering?

LF: This is one of the things when | was looking into what
you were saying yesterday that | don’t know what that me-
ans. This could be the highlight of what | write about with
you because | know what Social Engineering is from a
social sciences perspective or from a policy perspective
but not in the context that you seem to be going towards,
so, no. | don’t know what Social Engineering is and I'm
very curious.

DP: | think the easiest way to kind of describe it and maybe for
your readers, they would understand it as being the “con man”
or manipulating another person and what | always kind of tell
people is, “You know what a computer hacker is... well instead
of hacking a computer, | hack people!”

It's just manipulating that person into giving me sensitive infor-
mation, and sometimes this is quite a long process involving
quite a few people because it's not that easy to just walk
up to someone and say, ,Hey, give me your username and
password.” You may have to ask them very simple questions
like, ,What's your name?” and then use that person, ,Oh, hey, |
was just talking to Joe Smith.” Well the next person that hears
you talked to Joe Smith, they know Joe Smith. They feel a little
bit comfortable with you because they think now you have a
connection. Now you talk to that person, ,Well, since | was
talking to Joe Smith, he told me to come talk to you and you
might know the phone number of,” whoever it is, ,the supervi-
sor.” They may be more apt to give you that phone number.
So each time you leverage a little bit more. So that’s really
what Social Engineering is.

LF: Towards what end would you be using those skill sets
in your work though?

DP: OK. So one of the things I've done and continue to do is
the Social Engineering test, and this tests the security of any
particular environment. If you have a network and you've got
sensitive information on that network, you want to do certain
things like penetration testing. You want to make sure that’s
not vulnerable to hackers. Well, part of securing a network or
securing your facility or whatever, is making sure your people
aren’t vulnerable either. So you harden your network, but you
got to harden your people too and make them understand...

LF: That’s interesting because people aren’t talking about
the human aspect of security in the same way that they
used to. This is the first time I’ve heard about this in ages.

DP: So far I've been 100 percent successful in acquiring every
target I've desired using Social Engineering, so it works every
time if you know how to do it. Part of knowing how to do it,
you have got to understand people. | understand psychology
so | understand human nature. | was a trained investigator so
| can size someone up and recognize what makes them tick
very quickly so | can choose the best approach. Sometimes



the best approach is to be authoritative and force a person
into do something or tell them, ,Give me this information,” be-
cause they’ll crumble and do it quickly. Other people don't like
that and you have to schmooze them a little more and be very
polite, and most of the time the thing that works the best is
when they feel like they’re helping you. So you just have to
know what to use and when to use it and the thing is that |
have used this on incredibly secure and very sophisticated ne-
tworks where the test was three or four guys next to me trying
to hack into the network, getting nowhere and me picking up
the phone, calling their help desk and within a few minutes
I've got the administrative rights to the entire network just by
discussing it with somebody. Again, you're using and levera-
ging information from previous phone calls or other things that
you might know about.

LF: So let’s take that a step further. So once you’ve been
able to gain the trust of your target, if you will, what hap-
pens then? You go back to the organization and you say,
»These are the ways in which you’re vulnerable?”

DP: Yeah, exactly. What normally | would do is, and let me
make sure your readers understand, you have to be authori-
zed to do this, otherwise...

LF: Yeah, it’s not kosher to do on your own.

DP: Yeah. Don’t just go try it. It's a ,don’t try this at home” kind
of thing. No, you have to be authorized. So, number one, I've
got a letter of authorization with me because if they do call the
police or if your physically doing this, because I’'ve broken into
very high security facilities by talking my way right in, telling
them I'm somebody that I'm not. I've posed as a new employ-
ee. | mean, | could tell you stories that would probably have
you laughing and then also going, ,Oh, my god. | can’t believe
somebody fell for this stuff.” You know, it's kind of scary. So,
you have to be authorized to do it and then you, if you're the
consultant, will work with the client to select the targets and
the client probably will have a target in mind like, ,Can you get
into our data center?” or ,Can you get these specific admini-
strative credentials?” So once you get those, there’s a couple
of different ways you can go about it. Basically, once you've
acquired your target you can then go further and see what
their response is and assess their response to an incident so,
basically get yourself caught and make it known you’re doing
something at that point and see what they do and see what
they’re response is and then you can assess them and assist
them on how to respond to incidents, or, most of the time, |
would just slip out undetected. | would get what | wanted, say
‘thank you very much’, walk away without every being confron-
ted and they have no idea that I've stolen their crown jewels.

LF: Wow!!

DP: Then you go back. You call your point of contact with your
client and say, ,Hey, look. This is what happened. | acquired
the target. | got what | wanted. So we’ve been able to breach
it and if you haven’t been notified by your own people that so-
mething was going on then we’ve got a serious problem.” So
then you kind of break down what happened, who you spoke
to, how you did it, and you find, ,,OK, here’s where the vulnera-
bilities in the processes, the procedures, the policies, and the
human beings...why did they not recognize it? What level of
training have they received and why didn’t they recognize that
they shouldn’t have been giving me the information they did?”

www.eForensicsMag.com

LF: So does that result in their doing a knee-jerk reaction
in firing people?

DP: No.

LF: Or do they decide it’s matter of their lack of training or
policies that are weak?

DP: Yeah, that’s really what it is. That’s one thing | always kind
of go into this when we're setting up the statement of work
and really defining the scope of this, is that your people should
not be fired. This shouldn’t be some kind of witch hunt where
you’re going to get people in trouble because, Mr. Company
-Owner, this really is your fault because you didn’t train your
people well enough. You didn’t supply or give them the neces-
sary resources and training.

LF: Or you didn’t know what you were doing, right?

DP: Yeah, so when they feel like it's their responsibility, they’re
much less likely to go firing people. My thing is, | want to go
into a place and | want to increase your security posture, and
just going in and firing people, that’s not going to do anything
to help you.

LF: No, blaming wouldn’t.

DP: Yeah, so let’s figure out where your vulnerabilities are and
let’s fix them, and that’s the key.

LF: One of things | was just curious, just kind of winding
back around to the kinds of things that you were intere-
sted in younger, was this the sort of thing that when you
were a kid that you liked to be able to do in sort of an
espionage way to be able to see what you could accom-
plish in this sort of stealth manner? Or is this just some-
thing that you realized...how was it that you were able to
identify this specialty? How is it that you realized that this
was something that had this kind of a value to a company
or to an organization?

DP: Well | think growing up, definitely | realized that | had
the ability, especially with my parents, to get my way and get
what | wanted by manipulating my parents without letting them
know that they were being manipulated. | mean, to be honest
with you, we all have that ability and we all use it from the time
we’re born.

LF: Sure.
DP: The crying child gets their way so often.

LF: Or they get it by smiling, so however that is...it's
Paviov.

DP: Exactly. So it's sort of an innate thing and then as | stu-
died criminals and psychology and | really loved the abnormal
psychology. | loved people that did things differently or thought
differently. Not that | loved the serial killers, but | always just
found those kind of...how is that person’s brain wired? Why
are they so different? Because | can’t do that. But there were
so many things that those people would do to manipulate their
targets without their target knowing that they were being ma-
nipulated that | found absolutely fascinating. These are things
that you can use for good or you can use for bad. So | don’t
know really where it started so much, but | think once | star-



ted learning about it and | realized, ,OK, I'm in this forensic
computer investigation program. | only just bought a computer
when | joined the program. I'm not the most technical person,
but I'm going to catch up and understand what these bad guys
do so | can catch the bad guys.” Well | started going more
towards not the technology but the criminal themselves. Who
are these hackers? Who are these computer criminals? Why
do pedophiles do what they do on a computer? How do they
do it on a computer?

LF: Right.

DP: What are these people doing? So | was always more in-
trigued by the psychology and human factor than | was by
the technology. | mean, don’t get me wrong, I'm fascinated by
technology too.

LF: No, | understand. To me the computer is...people used
to say, ,,Well how in the world could you end up working
with technology when you have a social work degree?”
To me, the social work is just an amalgamation of sociolo-
gy, psychology, and anthropology.

DP: Right.

LF: How are those disciplines applied? It’s a pragmatic
application of those soft sciences. So people would ask
me, ,,Well, how in the world could you ever be interested
in technology?” It’s the problem solving.

You have deductive reasoning. You have a set of varia-
bles. You'’re applying all the different ways that those
variables can be applied, whether it is to the problem of
the person that’s using the computer as a tool or the tool
itself because the truth of the matter is that the computer
is modeled after how we function and store information
and refer back to it. It’s really not as sophisticated as our
brain, but a lot of people think of it as being an extremely
sophisticated device but when you compare the proces-
sing speed of a computer to the processing speed of the
brain or the storage capacity of a computer hard drive to
what we’re able to store and to reference for almost a hun-
dred years and the plasticity of our brain, there are many
commonalities. | think that that’s lost on a lot of people.
You have a fascinating approach to what you do in your
work and completely unexpected for me to find that.

DP: | haven't even talked about computer forensics yet!

LF: Well, forensics is computing and it’s ,,How do you bre-
ach the network?” So if you’re only looking at this from
bits and bytes, obviously it isn’t enough. You can beat
your head against the wall for hours but if you can get in
in 15 minutes because you’re charming and good looking
and you say the right thing then that’s part of it.

DP: Yeah, absolutely. Forensics is really nothing more how
the Law applies to a certain field coupled with general rules of
evidence....so its not breaching the network as much as it is
the investigative process to determine the who, what, where,
when, why, how of the breach and the handling of the eviden-
ce for that particular case.

LF: That’s part of the process as well and this is just when
of your tools then.
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DP: That'’s right.

LF: Once you breach the network using the Social Engine-
ering technique, do they have a certain file they’re asking
you to look for or are they asking you to see if you can
acquire credit card numbers or health care information or
financial data that they’re not telling you how to acquire?
Or are they just going out there and saying, ,,What can
you get ahold of?”

DP: I've got both ways. You know if you're at a financial com-
pany, their crown jewels are where that financial data is, and
you know at a health care company, you know, the PHI or per-
sonally identifiable healthcare information. So if they say, ,See
what you can get,” of course | kind of already know what the
home run is going to be so that’s what I'm going to focus on.
But a lot of times they will say, ,Look, we're doing research on
the newest fuel cell and we want to make sure that that stuff’'s
protected. Can you find it? Can you get it?” You know, that
kind of stuff, or, ,Can you actually, physically, get into our data
center and plug a machine in?” So I've done it both ways: See
how far you can go, and can you get A, B, and, or C.

LF: OK. That’s very interesting. I'm going to jump back
over to the profiling because you said, “What is it about
the kind of person that gives you access?” | imagine the-
re’s been some point in time that someone has knowingly
given you access that they might’ve suspected they sho-
uldn’t.

What kind of personality are you running into? Are the-
se people with resentments? Or are they people trying to
right a wrong? Or what do you feel motivates people to
reveal the information that they do?

DP: | think probably the number one is playing on a person’s
emotion, especially sympathy and the desire to help another
person, and most of the time they don'’t feel like they’re giving
away a company secret or they’re doing anything wrong. They
feel like,” it's OK to do because I'm helping that person that is
looking at me right now’. For instance, New York City, not long
after 9/11, while | was going to New York City, | was thinking
to myself, ,There is no way that the security guards in this
building are going to let me go upstairs. I'm never going to get
past the lobby where the security guards are because it’s still
too fresh in their minds. This is New York. It's not going to hap-
pen.” So when | walked in and there were the security guards,
and there were several. | want to say about five of them. So |
was significantly outnumbered and so what | did was | went in
and said, ,I'm a new employee,” completely lied and said that
| had never been on a train before and | had just come in on
a train to Grand Central and | said, ,| went to go to the bathro-
om,” again at Grand Central, ,and | put my bag down with my
laptop and all my stuff for my first day at work here,” and I'm
getting very flustered, ,and someone ran off with my bag. |
can’t believe this.” I'm starting to well up. I'm starting to tear,
and these guys say, ,Oh, man. C’'mon. Go on ahead. Human
Resources is on the fourth floor ...” or whatever it was. ,Go
on up there. Let them know what happened.” So they felt real
bad for me.

LF: Wow!
DP: And they let me right in. Now, | sure didn’t go to human

resources on the fourth floor. However, now that I'm on the
sixth floor, anybody that asked me who | was or, ,Where are



you going?” ,,Oh, I'm trying to find human resources. Isn’t this
the fourth floor?” ,No, two floors down.” So you leverage that
information so it's even people that caught you didn’t realize
that they caught you, and then from that point | actually was
able to access an executive’s office and spend a lot of time in
that office stealing very sensitive information. All because the
security guards felt bad. Now, they knew they were giving me
access which was wrong for them to do.

LF: Wow, again.

DP: But they felt like they were helping somebody that needed
help.

LF: So what happened when you left, because | would
imagine that they should’ve been able to see you walking
around the building on camera or that they might have, |
mean, did they have any idea what you had done?

DP: | had actually got out of the building without being detec-
ted with all of my sensitive information, and so then | came
back in, and there was a lot of confusion on their faces, like,
»Wait a second, what’s going on?” So | said, ,You guys need to
call my point of contact, blah, blah.” The one guy that was kind
of leading the bunch said, ,Son of a -. Man, | felt really bad for
you.” It was funny in one way, but in another it was not, becau-
se a few of them got pretty mad because | scammed them.

So | made these guys look bad and that wasn’t my intention.

My intention was to be the bad guy. This is exactly what a bad
guy’s going to do and this is how they do it. So they felt bad for
me, and then they were mad because they felt bad for me and
they shouldn’t have. But none of them got ,,in trouble.” | don’t
know if they had to go through further training or anything like
that, but even if they didn’t have to go through further training,
that's a mistake they’re not going to make again because the
five of them were pretty embarrassed.

LF: | imagine that they would’'ve been embarrassed.
That’s a good story that goes with your explanation of So-
cial Engineering. Have you ever worked on anything that
had to do with government corruption or tracking down
trafficking or anything of that nature?

DP: Yes, and only as part of investigations. | got to figure out
how much | can really speak about it. | can try to give you
an overview of what those investigations kind of look like but
without disclosing any specifics.

LF: What’s your take on it? What do you think makes so-
meone like that tick?

DP: Well, | think there’s a couple of things that go one with
these type of cases where it appears so obvious that this is
happening to a child and nobody’s doing anything about it.
There could be a number of reasons. The first and most obvio-
us and hopefully the least frequent is just negligence on the
part of people that it's reported to, and there’s not much you
can do about that. Some people will do really good jobs at
things and some people won’t. So you can’t really do too much
about that but then sometimes things get reported and there’s
already an ongoing and active investigation and if that’s the
case sometimes the person that’s reporting it may sort of be
blown off, not because of any other reason. During an active
investigation, the investigators want others to stay out of it as
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much as possible. The investigators are doing things to catch
the bad guy and any involvement outside of that really can
screw things up for the investigation. So sometimes you may
be ignored because there’s an active investigation, and when
that happens it’s very hard on the person reporting it because
you feel like you’re being ignored.

And it's also hard. You've got to understand, an Investigator’s
job is very, very difficult because if you have to ignore somebo-
dy that just told you this and you can’t give them any peace of
mind, that’s tough for you as a human being. Because if you're
an investigator, you want to help people, and shutting them
out here is totally going against your own grain. So it's hard on
both parties on that one. So | think those are probably the two
main reasons that this happens, or what happens, especially
when you're at a large agency level, is that things do get lost.
Caseloads become extremely large and when you have one
investigator doing 100 cases, things are going to fall through
the cracks. Unfortunately, that’s a tough thing.

So there are a few different things. It could be negligence. It
could be too large of a caseload. It could be an ongoing inve-
stigation. There’s a lot of different reasons that something like
that can happen, but the thing about that is that that’s the kind
of stuff you hear about and that’s the kind of stuff that stays
with you, but the truth is that most investigators, and | would
say more than the majority of investigators, are going to do the
right thing. So those kinds of things that you hear about are
actually few and far between when you realize how many ca-
ses are being worked and how many cases are being resolved
and how many children are being helped.

LF: Well, the ones that | see that are getting the most atten-
tion are the stranger attacks. Stranger attacks are being
investigated but if they are family-based attacks, they’re
not being investigated in the same way. Law enforcement
prosecutes strangers, but is required to involve the Ad-
ministration of Children’s Services when a family mem-
ber is reported, so they are not empowered to investigate
family members the way they do third party assaults. So
that creates this big huge abyss where these cases fall
through.

| was asked to look into a case once where, the Guardian
ad Litem in that case has become a Superior Court Jud-
ge. The way that | became aware of her situation was
that the mother was trying to get the Guardian ad Litem to
properly investigate her allegations that her ex-husband
was raping their son, and she had extensive medical evi-
dence that he was being violated and there was also phy-
sical medical evidence and psychological evidence as
well. One of the things that she said to me, and part of
the reason | brought this up is because | need to get to
the detail question that came up when | was talking to her
about her case.

Her ex-husband had a job working in networking. He’s
a network administrator for a civic organization in their
area. She told me that he had secured their home network
in a very particular way - in a way that was almost a “si-
gnature” of his, in terms of his ability to secure a network.

Then she told me that when she had caught wind of this
investigation that had been done involving the civic or-
ganization and how it was used to mask the use of their
network for child pornography and child trafficking that
she new he worked with - this was the “red flag” for her
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personally which triggered her understanding of what he
was doing to their son, and what he was capable of.

She began to suspect that he was involved in this kind of
activity because the detail of how that network had been
secured was identical to the way that hers had been secu-
red in her home. One of the things that made me wonder,
especially with your background in, | don’t know if profi-
ling is the appropriate term, but the psychology of this,
do you see people develop a certain protocol or a certain
signature for the way that they go about doing things or
is there a set of standard ways in which a network is se-
cured that is either right or wrong? Is there a wider variety
way of ways to do this?

DP: | think your question is fantastic. | really like this question,
but I kind of think it's a two part answer. Are there sort of
signature ways that people do things on computers? Absolu-
tely, and you see this very often with pedophiles or you see
it very often with the way drug dealers will keep their files or
who owes them money. So they keep their records in very
particular ways. Pedophiles are very often, and | don’t want to
generalize, but very often they are incredibly well organized on
the computer and will organize from their genre to alphabeti-
zing exact folders for every little thing that they like about their
crime, which is typically the pictures and video. So it'll be so
incredibly organized that it's really unbelievable. So there are
definitely sort of signature ways that certain criminals do certa-
in things. Now that’s going to be a little bit separate from how
somebody secures their network. Now there are some things
that you may be comfortable with and these security features
may be employed regularly...

LF: But if somebody was hiding, | mean, this was from a
perspective of, ,,OK, this guy, is incredibly detailed about
his fetish, right?” Not to minimize what he’s doing, but
what he’s doing is a fetish type of a behavior, but he wants
to hide that. Then he’s going to be extremely concerned
that someone’s going to identify this catalog of...it’s basi-
cally documenting what | would say is a mental illness. He
wants to hide that information so doesn’t he go to particu-
lar extremes or an unusual way about hiding his crime?

DP: Well, it depends. Pedophiles that are living alone and thin-
gs like that don’t necessarily hide anything on their computers.
A lot of times even their screen saver is something that would
be considered illegal, so if they are married and living this ,do-
uble life” or something like that, then sure. So it’s certainly pos-
sible that you would prefer to encrypt files and | would prefer to
use steganography, and so | might be really comfortable with
steganography and that's how | hide my stuff. That may be
what she was getting at as far as how he was securing things.

LF: What is steganography?

DP: Steganography is hiding a picture within another file. So
you may have an illegal image of child exploitation and with a
steganography program you can make that picture file a little
bit bigger, the file size a little bit bigger, but it changes into a
flower or a tree or something completely innocent looking and
to open it you need the key to the steganography.

LF: Wow. | didn’t have any idea that anything like that
existed.

DP: Yeah, and they do have a lot of sophisticated programs
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and anybody that does child exploitation or is looking for thin-
gs will run certain programs to search for known stegano-
graphy programs or known steganography hash values and
things like that.

LF: | know of a case that is part of a set of Inter-American
Commission on Human Rights cases, where the Protec-
tive Mother has been trying to acquire evidence that the
custodial father is distributing child pornography and she
believes he has a special way of hiding it. | wonder if that
is how he does it?

Part of the reason that | think that those cases in particu-
lar are so important is because there are many allegations
that federal funding is being misused from non-profits
that do not have enough oversight. The GAO announ-
ced that they don’t know where 71% of this funding goes.
This same woman was able to demonstrate that her ex
-husband had been given more than $70,000 of gover-
nment funds to pay for “more access” to their children
through the state.

So there was a particular group of pedophiles who be-
lieve that what they’re doing is normal, that they’re just
like gays, that they’re so misunderstood and that adult-
child sexual relationships are normal. So their agenda is
to normalize the conduct and they infiltrated this system
of funding and they provided ways to people in those
circles to have access to legal resources and all kinds of
things so that they could avoid capture. Many of them are
trading pictures or access to children among themselves
and because they’re part of family units they’re not really
being investigated in quite the same way. So what you’re
describing would be a really good way of hiding that in-
formation and | would imagine that if you were looking for
information to prove that that person was engaged in that
kind of conduct, just even owning that software program
would be a way of alerting your investigatory staff that
there was something more to be found there because,
what other kind of picture are you going to need to hide
in that same way?

DP: Well, yeah. That's the thing. Depending on the type of
case | might be working on, that’s certainly something I'm go-
ing to look for. Now, a steganography program is not illegal to
have. It's perfectly OK. However, depending on what that case
is, that's going to raise a flag with me because are you trying
to hide something simply...it could be as simple as a perfectly
normal family unit but dad has some sexy pictures of mom that
he doesn’t want the kids to see. | got not problem with that.

LF: Yeah, | don’t either.

DP: However, there’s a big difference if this is a terrorist case
and all of a sudden | find steganography programs. Why are
those there? Why?

So if we don’t have the sexy pictures of Mom, but all of a sud-
den we’ve got some bomb making plans, well then we’ve got
some issues.

LF: Right, because then you want to know if they have
converted documents to jpegs, because they can convert
any image into a .jpeg and then hide it because it isn’t
only a photograph, it’s a .jpeg image, right?



DP: Yeah, and there’s so many different programs and there’s
things that you do with certain forensic programs called si-
gnature analysis because, you know, | can easily hide a .jpeg
image by renaming it a .doc image and when the computer
tries to open it it's going to say there’s some kind of error and
you’re going to ignore it and not open it. However, if | do a
signature analysis | can find all those ones where you altered
the file extension or altered the signature in some way to figure
out what those files really are.

LF: This has got to be another area that your interest in
psychopathy and manipulation and the psychological
motivation of someone and how they’re going to function
with that system is invaluable. Because you’re not just
sitting there going, you know, ,,What’s the checksum of
this file?” | mean, you’re looking at, ,How am | going to
disguise my criminal behavior here?” It’s a very intere-
sting specialty. It’s very, very interesting.

DP: Yeah. When you start looking, | mean, I've looked at hun-
dreds of computers and when you start looking at a computer
you are looking at that person’s brain. It's unbelievable. | can
tell you just about everything about a person by forensically
looking at their computer and just poking around a little bit. |
can tell you what kinds of, especially men’s computers. | can
almost certainly tell you if they’re into blondes or if they’re into
brunettes and what body types. You know what | mean? Be-
cause you'll find a lot of those types of images, and the same
thing with criminals. You kind of see how they organize things.
You can see...it’s really looking right into a person and | don’t
think you realize how much information is really on your own
personal computer person.

LF: You really would. Damon, thank you so very much
for your time with me today. I've learned so much, and
I’'m sure the eForensics Magazine readers will be equally
fascinated.

What | found particularly fascinating about my interview with
Damon is just how many different things that he does that have
a technological foundation are so heavily affected by Psycho-
logical Analysis Techniques, and how Social Engineering is
such a revealing technique. He’s still searching and docu-
menting and gaining technical access — but no matter how
amazing the computers are that we have today, it would certa-
inly seem that there our own “computational systems” are the
most sophisticated tools we have to crack the forensic code.
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Insiders have the trust, confidentiality and access to execute attacks.
An inside attacker will have a higher probability of success in exfil-
tration or modification of critical information than any other attac-
ker. The insider also represents the greatest challenge to securing
sensitive data because they retain a privileged or authorized a level
of access and are granted a certain degree of trust.

any times detection of an insider attack or breach is

unintentional. Many detection activities lack focus as

they are not an integrated part of a larger information
security or risk management program. Commonly detection is
initiated by things like a customer or end user who has noti-
ced a problem. Many times auditors or coworkers will notice
something suspicious. Unfortunately many times coworkers
will not speak up simply because they do not have “proof” of
wrong doing. Auditors or technical teams may notice or ac-
cidentally discover anomalies when system upgrades or routi-
ne maintenance are performed (this is when logging may be-
come crucial and valuable evidence). Other notable indicators
may include a sudden increase in competitive business and
workers unable to perform their normal duties because they
are devoting time to “other” activities.

There are human behavioral indicators which should be noted.
Many of the following behaviors may or may NOT be indica-
tors depending on the individual and their role within the orga-
nization. These behaviors should be recognized as anomalo-
us or indicators when they deviate from the individual’'s normal
day-to-day behaviors. Examples include:

+ Taking critical, sensitive, proprietary data, trade secrets, and
/ or intellectual property home without a real or clear need
for it, especially if it is not needed to complete their job du-
ties.

» Remotely accessing the organization’s network at odd ti-
mes. Odd times would be “odd” to their normal behavior.
If the individual logs on normally 2 to 3 times per week be-
tween 6pm and 9pm and all of a sudden they are logging
on at 3am every day, that should be noted and investigated.

» Just as access at odd times, when an individual works odd
times (times in which the majority of the workforce is NOT
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present), it may be an indicator that the individual wants to
conceal what he or she is doing. Having less people around
is desirable for this.

* Asudden peak in interest in business, processes, or mate-
rials outside the individual's normal scope of work and job
duties. This could be that the individual wants more respon-
sibility or wishes to expand or move within the organization;
however when it is anomalous to the individual's normal
baseline behavior it should be noted (especially if there is
sudden interest in matters which relate to competitors or
foreign countries).

* Increase in installing their own software or bypassing con-
trols and policy regarding system, network and computer
use.

» Changes in behavior such as increased paranoia, increased
questioning about policy, increased questioning and inte-
ractions with co-workers on a personal level.

Different than human behavior anomalies are technical ano-
malies. Technical anomalies can be recognized by logging
and correlation. This can be accomplished automatically or
manually. The important things in using log monitoring are log-
ging the correct things (e.g. access to sensitive files, attempted
access to files, copying or movement of specific data, etc...),
retention and review of logs, and well defined baselines to re-
duce false positive results. There are many tools for network
monitoring which will alert for known malicious behavior and
detect and report anomalous behavior. These should be used
in conjunction with well-established policies and procedures
and other technical tools such as data loss prevention tools.

Prevention comes with a blended response which includes
operational and technical measures. At the fore front should be



an organization wide information security training and aware-
ness program. The organization must train all employees that
the insider threat is very real and very likely. The employees
must be able to recognize it and perhaps more importantly,
they need very clear procedures on how to report suspicious
activities. (This is very important since | have assessed many
information security programs and very few have well defined
procedures to report suspicious activity).

Operationally the organization should be performing organiza-
tion-wide risk assessments and security assessments. These
will ensure that threats are recognized and many times aid in
the discovery of insider threats.

Both operationally and technically, the organization needs to
enforce two crucial concepts. The first concept is the separa-
tion of duties. This means that the person who approves an
action, the person who carries out an action, and the person
who monitors that action must be separate. This system ma-
kes malicious actions very difficult and is not only procedurally
effective but hugely cost-effective. The second crucial concept
is that of least privilege. Least privilege is providing an indivi-
dual only enough access and tools to complete their duties.
All persons with system access should have the least amount
of privilege required to perform their business processes. Ad-
ditionally data should be classified and the most sensitive data
restricted with the concept of least privilege or “need to know”.
Password and account management practices must be in pla-
ce. Accountability is the key. The organization must be able to
trace any action back to a human being. Shared passwords or
shared accounts undermine accountability and should never
be used.

Revoking physical and logical access should happen prior to
or during termination. It should not happen after, especially
hours, days or weeks after. The organization should employ
automated tools to ensure access is revoked as well as clearly
defined procedures. Many cases of data theft happen after
termination because the bad actor was able to retain access.
Additionally, as part of least privilege and separation of duties
the organization must make remote access account genera-
tion impossible without approvals and knowledge by others.
Many times a person will know they are about to be terminated
and will establish a separate log-on account to retain access;
they must be prevented for doing so.

Retention of logs and investigative data is essential. Storage
has become inexpensive enough that this should be organiza-
tionally required. Many times an organization does not disco-
ver it has been breached or a theft of data has occurred for
months (unfortunately sometimes years) and without adequ-
ate retention of essential investigative data the organization
may have little or no recourse. Investigation is nearly impossi-
ble without retention of logs and other relevant data.

Retaining data for investigation is one thing and retaining bac-
kups is another. The organization must have a fully functioning
backup and recovery process. Theft of sensitive data can be
damaging, however modification of data can be even worse.
Imagine a major hospital which patient data is stolen. This wo-
uld create a problem for the business of the hospital. If the
patient data is altered it could result in death if a patient re-
ceives the incorrect treatment or medication. It is important to
note that hospitals do employ several levels of control (check
s and balances) to protect lives, but the point is that malicious
insiders may have a motivation to hurt the company or people
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rather than steal the information. Having backups which retain
integrity and the process to restore the data may play part in
not only helping the business but may actually save lives.

And finally the organization must have clear and enforceable
policies on what is and what is not acceptable when it comes
to the confidentiality, integrity and availability of the organiza-
tion’s data. The policies and procedures of an organization put
the organization at a legal advantage when pursuing action
against the bad actor. Without them it is difficult to prove wrong
doing or intent. This is a simple and inexpensive step which is
extremely effective and important in the deterrence and prose-
cution of malicious activity.
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and core to the leadership of a hi-
ghly visible security program. He
performs forensic examination
and investigation, vulnerability
analysis and risk / threat assess-
ment, social engineering testing,
security architecture review, in-
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ment.
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EVIDENCE HANDLING
FOR MOBILE DEVICES

Tips to consider when handling

Mobile Devices

by Elias Psyllos, Senior Computer Forensic Analyst

Mobile devices are becoming more prevalent as evidence, in cases and inve-
stigations, whether it is for corporate or law enforcement. Mobile devices
play a huge role in our everyday lives, so, the amount of data that passes
through them can be extremely important for a case. No matter the reason
or the matter, mobile devices should be handled with care. Improper seizure
or handling of mobile devices can result in the destruction of evidence. The-
re are some important tips to keep in mind about mobile devices that differ
a little from the basic type of computer, laptop, and server evidence to which

you may be accustomed.

ferent means; e.g. Cell Towers, Wi-Fi, and Bluetooth.
You may be asking yourself, “Why is this important in
handling Mobile devices as evidence?” The biggest mistake
individuals make when they have mobile evidence is that they
neglect to disable all the “Connections” on the mobile device.

M obile devices can receive and transfer data from by dif-

We are at a point in time where mobile devices can be trac-
ked, locked, and wiped remotely via our personal computers
or applications that have been installed on the device. This
causes huge concern for handling Mobile devices that have
the wireless service enabled. Let’s put a scenario together:
You are on-site and have seized five mobile devices from
two individuals, who you suspect are involved in the matter
at hand. You place the mobile devices in evidence bags, put
them in your briefcase, and take them back to the office. The
two suspects are questioned and released, pending further
investigation of their mobile devices. You log the mobile devi-
ces into an evidence lockup and go home for the night. In the
morning you arrive back at your office, check the mobile devi-
ces out of evidence lockup, and realize that the devices have
been wiped. You say to yourself, “That can’t be. They were
locked in evidence lockup all night in a secure area.” The
data that may have been vital to your case has just vanished.
What happened?
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This is a simple answer: You left the mobile devices connected
to their networks and after questioning the two suspects, you
released them, pending further investigation. In the meanti-
me, the suspects went back to their homes, logged into their
“trace and wipe” application and remotely wiped their phones,
erasing all data.

This happens more than you may think, and in most cases,
the data is lost for good. As an example, let's run through
disabling the “wireless connections” on an iPhone.

1. Here is the screen of an iPhone you have just received as
evidence in a matter.




2. You notice that the connections are still enabled by looking
in the top, left-hand corner and seeing the phone is re-
ceiving service from AT&T. You then swipe the screen to
unlock the phone (there is no pass code, you are lucky this
time).

3. Select the “Settings” button, by gently taping the icon on the
screen with your finger. You should then see the following
menu appear.

sl ATRT 40 14T P TE % e
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u Wi-Fi ofr ¥
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4. The easiest way to disable all the connections is to switch
“Airplane Mode” to “ON”. Note: This does not disable WI
-Fl, so you will want to switch WI-FI to “OFF” as well. Once
“AIRPLANE MODE?” is activated, you will see in the top left
corner, where AT&T used to be, a picture of a plane (as
seen below).

¥ 1T PRA T
“ Airplamne Mocde [ on 4
= WA Cif >
E Motfications »
S Loocation Services O ¥
Bl Soaunds >
b Brightness >
(] Waltpaper »
gl Generm »

www.eForensicsMag.com

5. The phone is no longer receiving any type of service con-
nection, there is no way for it to receive a remote wipe com-
mand or lock the phone out.

By placing the phone into “AIRPLANE MODE,” we can now
securely create a forensic image of the mobile device for fur-
ther analysis, ensuring the safety of the data residing on the
mobile device.

The important thing to keep in mind is that the iPhone is not
the only mobile device that has these features. As mentioned
previously, there are different programs and applications for
mobile devices that allow users to do the same. At the same
time, older mobile devices may not have a WI-FI feature or an
Airplane Feature. In such case, pull the battery out of the pho-
ne; before doing this, ensure there is no pass code enabled.

Always ask the suspect if there is a pass code and if they will
provide it to you. Test the pass code while onsite to ensure it
is correct. Once the pass code has been verified, remove the
battery—this will ensure no signals reach the phone. Another
option to pulling the battery is to place the phone in a Faraday
bag or box. A Faraday bag or box is a special bag or box that
keeps any signals from entering or leaving the mobile device.
(The image, below, is of a Faraday box. Notice the round ho-
les, those are actual gloves so you can still work on the mobile
device without risking any signals reaching the device. There
is also a power cord inside to keep the device powered and
USB jacks on the outside of the box to connect the device to
the Mobile Forensics tool of your choice.)

=
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This means you can keep the device on and not have to worry
about signals reaching the phone to wipe it.

This is a forensically sound option, especially if you are unsure
about pulling the battery, or are unable to determine if the devi-
ce has a pass code, or cannot retrieve the pass code

Now that we have cut off all signals and service to our mobile
device to protect the data, we next want to focus on correctly
documenting the mobile device’s information.

It is important to document the following items on your Chain
of Custody document (a Chain of Custody document tracks
the whereabouts of the evidence and who has handled the
evidence throughout its life cycle, beginning from when it was
seized or received):
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1. Make and model of the Mobile device. (This information can
be found under the battery on the phone. Simply remove
the battery cover and battery; you will see a label displaying
this information.)

2. Is there a SIM card present and, if so, how many (note: not
all mobile devices have SIM cards)?

3. Is there a Secure Digital (SD) or memory card present?

4. Document the IMEI or ESN number (Note: IMEI stands for
International Mobile Equipment Identity and ESN stands for
Electronic Serial Number. This information can be found
under the battery on the phone. Simply remove the battery
cover and battery; you will see a label displaying this infor-
mation.)

5. Is there a pass code and, if so, what is it?

6. Have you disabled all connections possible that would allow
the mobile device to send or receive signals?

7. Are there any chargers or data cables associated with the
mobile device?

(Note: It is very important to also seize the power cables and
data cables associated with the mobile device, since you mi-
ght need these later for imaging purposes.)

The items listed may not be everything you want to document
but can be used as a guideline for the type of items you want
to document about your mobile device.

Once this is all complete, ensure that you place all mobi-
le devices and associated items in a bag and seal the bag.
Whether you are with corporate or law enforcement, the “bag
and tag” method is a great way to ensure that no one has phy-
sically tampered with the evidence and, also, shows the Chain
of Custody of the evidence.

Make sure any access to the evidence or assignment to a new
person is documented in the Chain of Custody document. If
the matter ends up going to court, the Chain of Custody do-
cument will be requested. This will allow the court and the
individuals involved in the court proceedings to understand the
life cycle of the evidence. If anyone questions the handling or
responsibility of the evidence, the Chain of Custody will be
able to answer these types of questions.

Mobile devices are ever-evolving media. Taking special care
in handling them is important in safeguarding and ensuring the
validity of the data contained within the mobile device. Each
device is different, whether it is a different operating system or
different software version. These are all factors that contribu-
te to the successful, forensic imaging of these devices. While
each device might differ from the next, effecting standard ope-
rating procedures for handling the devices can be tremendo-
usly beneficial.

This article is the first of a series of articles to be written that
focus on forensically handling and acquiring Mobile Devices.
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by Elias Psyllos, Senior Computer Forensic Analyst

Evidence handling is considered one of the most important aspects
in the entire forensic investigation process; it is the first interaction
between the Forensic Analyst and the evidence. The first steps in
handling evidence ensure the integrity of the digital media thro-
ughout its evidentiary lifecycle. Evidence handling is also one of the
first topics discussed, if the evidence ends up in court proceedings.
If the evidence is not handled properly, it can be dismissed from be-
ing used in a court.

hen entering a situation that will involve handling of The following photographs should be taken of the digital me-
digital media, the first step should be to photograph  dia:
the location in which the potential evidence is loca-

ted. Photographs show a 360-degree view of the location, e 360-degree pictures of the Digital Media. (Note: Place a

prior to taking any action. This allows the analyst to depict the non-sticky tag on the digital media, showing the evidence
location as found upon arrival. The second step involved with name and number that should be depicted in each photo-
evidence handling would be to photograph the digital media graph taken.)

in question. » Digital Media’s make, model, and serial number tag(s).

¢ If the digital media is powered on, take photographs of the
digital media’s monitor.

¢ Photographs of all the cables plugged into the digital media
(if applicable).
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¢ Depending on the scenario, if on-site imaging will take pla-
ce, then 360-degree photographs of the location, digital
media, and cables should be taken upon completion of
imaging. The photographs should be compared to the ori-
ginal photographs, to ensure the location and digital media
is exactly as it was upon arrival.

Photographs also assist the Forensic Analyst in depicting the
scenario at that time. For example, if the analyst is being qu-
estioned two months after handling the evidence, he or she
can refer to the photographs as needed to retrieve details.

A vital next step in the handling of digital media involves the
Chain of Custody document(s). It is the documentation asso-
ciated with tracking all aspects and details of the digital evi-
dence. This document should cover the following items, plus
any additional information you find necessary:

1. Details of Investigation:
e Location of Investigation
e Case Number/Name
e Evidence Number
* Name of Forensic Analyst
2. Details of the Digital Media:
* Make & Model
e Serial Number
¢ Was the device powered on or off?
e |s it encrypted?
e Size of hard drive or memory
e Location of digital media
e Local Time & Date
¢ BIOS time and date (if applicable)
¢ Operating System
e Owner/User of digital media
3. Details of Imaging
¢ Tool(s) used for Imaging
¢ Type of write-blocking device used (if applicable)
¢ Physical or Logical Image
e Start Time and Date of Image
¢ End Time and Date of Image
e Evidence Name and Number
¢ Digital media’s hard drives make, model, and serial num-
ber that will be imaged (if applicable).
4. Details of Verification
* Did the image verify? (Note: If the image does not verify,
make sure to note the reason.)
¢ What is the MD5 hash value?
e Start Time and Date of Verification
¢ End Time and Date of Verification
e Tool Used to Verify
5. Details of Chain of Custody: This part of the form will track
the physical access to the evidence throughout the lifecyc-
le. It should include items such as:
* Name
¢ Professional Title
e Date and Time
e Company/Organization name
e Location
e Evidence Ownership Date
e Signature

The Chain of Custody document should be completed up to

the “Details of Imaging” section, prior to physically beginning
the evidence-handling process.

www.eForensicsMag.com

Essentially, two possible scenarios exist, when dealing with
handling digital media evidence. The digital media are either
powered on or off at the time the Forensic Analyst gains pos-
session of the media. This will determine how the analyst pro-
ceeds in his investigation. If the digital media is powered off,
the following steps should occur:

e Pull the power cord from the outlet to prevent any power
from reaching the digital media. If the digital media has a
battery, such as a laptop, remove the battery as well.

¢ Physically access the hard drive (if applicable) and place an
evidence label on the hard drive.

e Take photographs of the hard drive with the evidence la-
bel; documenting the make, model, serial number, and data
size of drive.

¢ No matter what software is being used to image the drive,
first, connect the drive to a write-blocker. A write-blocker
allows the Forensic Analyst to read the hard drive (or digi-
tal media: thumb drive, external hard drive, etc.) with their
software, but not write any information to it, preventing the
evidence from possibly being altered or corrupted. The pic-
ture below depicts a set of Tableau write-blockers, each of
which has different connections for digital media (Note: The
yellow write blocker is actually a read/write-blocker).

If forensic hardware is being used, such as a Tableau TD1,
the forensic hardware should have a write protection featu-
re. Below is picture of a Tableau TD1. (Note: The Tableau
TD1 is write-protected hardware and allows the Forensic
Analyst to create a forensically sound image of the hard
drive.)

¢ Ensure that the destination media, used to store the forensic
image, has been forensically wiped, to ensure no previous
data resides on the drive.

¢ Once the hard drive (or digital media) imaging has finished,
the forensic image must be verified to ensure an exact du-
plicate was created. (Note: Software like FTK Imager, al-
lows the Forensic Analyst to select imaging and verification
at the start of the process so that once the image has been
created, the verification automatically starts. The verifica-
tion will compare the MD5 hash value of the hard drive (or
digital media) and the forensic image to ensure they are an
exact match.)

¢ Once the verification has completed successfully, the hard
drive can be place back into the original computer.

¢ The rest of the Chain of Custody form, starting from “Details
of Imaging,” can be completed.

* Follow the steps described in the Photography section abo-
ve, again, and compare the originals pictures to the com-
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plete pictures to ensure all items are as they were upon
arrival.

If the digital media is powered on, the following steps
should occur:

* Before pulling the power cord out of the outlet and removing
all power to the computer, it is vital to review the computer
for encryption.

* |f no encryption is present, the Forensic Analyst can follow
the steps listed above for a Powered Off mobile device.
However, if encryption is found to be present, the Forensic
Analyst, should consider performing a Live Image of the
digital media.

e |If the Digital Media is unlocked (the user has signed into
their account), then, performing a Live Image will allow the
Forensic Analyst to bypass the encryption and create an
unencrypted forensic image of the digital media.

¢ In this scenario, bootable software would be required. In-
stalling software on the digital media is considered altering
the evidence and is not considered best practice for foren-
sic imaging purposes. FTK Imager Lite is a type of forensic
imaging software that can be booted from a thumb drive or
CD/DVD disc. It will allow the analyst to create a physical
or logical image of the hard drive while the computer is run-
ning by simply attaching the destination drive to the com-
puter and pointing FTK Imager Lite to the destination drive.

e FTK Imager Lite will also verify the forensic image and pro-
duce a report (which is automatically saved to the destina-
tion drive) showing the verification of the MD5 hash values.

* Once verification has completed, the Forensic Analyst can
continue to follow the steps mentioned above (for powered
off devices), starting at Step 8.

There are many types of digital media and each scenario
will differ from the next, but having a strong understanding
of evidence handling is a important for successful forensic
acquisition. Remember, this first, crucial step in the entire life
cycle in an investigation determines the validity and proof of
the image being an exact copy of the original evidence.

This article is the first of a series of articles that focus on fo-
rensically handling and acquiring Digital Media.

Author bio
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rensics arena, Elias was in the
financial sector as a Financial
Analyst. He has five years Com-
puter Forensics experience and
has served as a Sr. Forensic Exa-
miner and Team Lead. Elias has
vast experience with conducting
forensic acquisitions on digital me-
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analysis. Elias has worked in both the Corporate and Federal
Law Enforcement Agency side of Computer Forensics. Elias
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A SHORT INTRODUCTION
TO STATIC MALWARE

ANALYSIS

by Jan Goebel

In this article, we present a short guide on how to get an overview
of a malware’s functionality through static analysis. We also briefly
show how the usage of IDA scripts can facilitate the analysis pro-
cess by presenting a deobfuscation routine to reveal obfuscated

strings of an example binary.

WHAT YOU SHOULD KNOW

* The reader should have a basic understanding of the Windows APl and what it is used for,
as well as, basic knowledge of PE header information. The reader should also be familiar
with IDA disassembler and some basics on assembly language.

WHAT YOU SHOULD LEARN

* The reader should learn basic steps on how to briefly analyze a malicious binary in order to
get an overview of its main functionality as well as network indicators to be able to detect

other infected systems on the network.

the Internet. Private hosts and enterprise clients get

compromised every day and the number of files to
analyse is growing constantly. Automated sandbox systems
have evolved to counter this threat, but they are not always
the solution of all problems. Thus, knowing how to manually
investigate a malicious binary and obtain the most important
information must not be forgotten.

Malware has become an almost tolerated threat of

INTRODUCTION

Malware Forensic, or Malware Analysis as it is often called, is
the process of dissecting and understanding the functionality
of malicious software (short: malware). As in most cases the
actual source code of such a malicious program that needs to
be analysed is not available, investigators need to apply diffe-
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rent techniques in order to get an understanding of a particular
piece of malware. These techniques can be roughly divided
into static and dynamic analysis techniques. However, there
is no single tool or technique that can be used at all times to
analyse malware, it is always a combination of different tools
and techniques.

In this article, we provide a short introduction to static malware
analysis techniques, that help to get a quick overview of the
basic functionality of a malicious program. That means, we do
not run it in a debugger or execute it in a monitored environ-
ment, but only investigate the binary file itself. For this purpo-
se, we took a real malware binary found in the Internet and
present a step by step investigation on how to find out most of
its functionality and main forensic indicators in order to detect
other infected systems on the network.



MALWARE ANALYSIS

In our day to day business as security researchers, malware
analysts, or incident handlers, we are almost always confron-
ted with malicious executable files that need to be analysed.
But what is the purpose of analysing such software?

The reason to analyse such files, for example, from an incident
handlers point of view, is to discover as much infection indica-
tors as possible to detect other compromised machines on the
network. In this context it is important to find network indica-
tors, such as command and control servers or custom network
protocols to search the network for further infected clients and
also to get an overview of the extent of the infection. For this
reason, we need to know what a piece of malicious software
does on a system and how it interacts with its environment.

In this article we take a closer look at a malicious file with the
MD?5 fingerprint d5f6623e2a6240bcca7b3f4086e8¢539, which
we discovered on a computer in April 2012 (first public infor-
mation in the Internet appear in August 2012), and describe
the tools we used to get a quick overview of what traces it
leaves on the filesystem and on the network.

FIRST ANALYSIS STEPS

One of the first steps before digging deeper into a piece of
malware binary is to create an MD5 fingerprint, e.g. using md-
5deep’ on Unix-based operating systems. These fingerprints
are commonly used to uniquely identify the file and search for
information about it on the Internet. Websites like VirusTotal?,
allow for example to search their database of collected mal-
ware by MD5 fingerprints. As a result, one can determine if
a discovered malware is already widely known to the anti-vi-
rus vendors or not. Especially in the context of advanced per-
sistent threats (APTs), the malware used by the attackers will
be only limited to a small set of victims and therefore the num-
ber of information on those files in the Internet will be likely
zero. In this case, the malware seems to be rather mass-mal-
ware, since it is well known and widely detected by anti-virus
products (see results at VirusTotal) as some kind of generic
backdoor or proxy trojan.

As a next step, we can use the tool PEID? to find out if the
file is packed in some way. Packers are used by malware au-
thors to make static binary analysis more difficult. PEID is a
small Windows tool, that provides signatures for several dif-
ferent packers commonly used by malware. Figure 1 shows
an example output of PEID for the file we want to analyse.
Besides the packer detection, PEID also provides some hints
on which programming language was probably used. This is
especially helpful when analysing binaries in the disassembler
IDA* and want to apply code signatures to distinguish custom
code from well-known library functions.

Another tool that also provides useful information to the
analyst is called exiftool. It is a Unix tool that provides meta
information on files of different types. In case of executables,
we are for example able to retrieve the date the file was com-
piled (Time Stamp), its last modification time (File Modification

. http://md5deep.sourceforge.net/

. http://www.virustotal.com

. http://peid.has.it/

. http://hex-rays.com

. http://owl.phy.queensu.ca/ phil/exiftool/
. http://www.heaventools.com/

. http://code.google.com/p/pefile/
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Date/Time), and the code entry point (Entry Point). The full
output of exiftool for our malware binary is shown in Listing 1.

var_68 = byte ptr -66h
StartupInfo = _STARTUPINFOA ptr -5Ch
var_18 = dword ptr -18h
var_4 = duyord ptr -4
08403151 push ebp
mov ebp, esp
push BFFFFFFFFh
push offset unk_L4B46F 8
push offset loc_4832E8
mov eax, large fs:@

Figure 1: PEID output on malicious binary

> exiftool d5f6623e2a6240bcca7b3f4086e8c539

ExifTool Version Number : 8.80

File Name : d5£6623e2a6240bc-
ca7b3£4086e8c539

Directory HE

File Size : 14 kB

File Modification Date/Time : 2012:05:29
16:23:45+02:00

File Permissions I rw-r--r—-—

File Type : Win32 EXE

MIME Type : application/oc-

tet-stream
Machine Type
ter, and compatibles

: Intel 386 or la-

Time Stamp : 2012:04:13
08:27:59+02:00

PE Type : PE32
Linker Version : 10.0

Code Size : 9216
Initialized Data Size : 4096

Uninitialized Data Size : 0

Entry Point : 0x3151
0OS Version : 5.1
Image Version : 0.0
Subsystem Version : 5.1

Subsystem : Windows GUI

Listing 1 Output of exiftool of an executable file

We can also gather additional information when analysing the
PE header of an executable. For this purpose there exist seve-
ral different tools, such as PE Explorer® for Microsoft Windows
or pefile” for Unix. There are two very interesting parts when
analysing the PE header: the import section and, especially
in case of dynamic link libraries (DLLs) the export section.
The import section contains information about what system
libraries and functions are imported and allow us to get an
overview of the capa- bilities of a malware. For example, if
the library WS2_32.dll is imported, we know that the malwa-
re is very likely communicating over the network. The export
section contains functions that are exported by an executable,
thus it might give us a hint about different entry points. Listing
2 shows a shortened list of libraries and functions that are im-
ported by the malware file we are analysing.

From this rather short list, we can get a first impression of
the malware functionality. We know it uses threads (Cre-
ateThread), it can write files (fopen, fwrite), probably to a tem-
porary directory (GetTempPathA), it has network functionality
(WS2_32.dll), and it can mess around with Windows services
(RegisterServiceCtriIHandlerW). Note that for the network lib-
rary WS2_32.dll no functions are listed, because in this case
they are imported by ordinal and the tool we used to list the
entries is not able to resolve those to the real functions. We
will later see that for example IDA can resolve the correct func-
tion names.




KERNEL32.d1l1
Function: GetTempPathA
Function: CreateThread
MSVCRT.d1l1l
Function: fopen
Function: fwrite
Function: memcpy
Function: malloc
WS2 32.d11
ADVAPI32.d1l1l
Function: RegisterServiceCtrlHandlerW
Function: StartServiceCtrlDispatcherW

Listing 2 Shortened list of libraries and functions imported by
the malware

To enrich the gathered information with further data we use
the Unix tool strings® to extract all printable characters from
the binary. This also reveals a lot of the information we already
know, such as imported functions, but it sometimes also provi-
des additional information, such as file names or URLs. In this
case, we can obtain some very interesting character strings
from the binary, which are shown in Listing 3.

ProxyBot.exe
CONNECT
Host:

ftp://

Listing 3 List of most notable character strings found in the
malicious binary

These character strings give use more information about the
network functionality of the malware. The word CONNECT, for
example, is a command from the hypertext transfer protocol
(HTTP) and tells us that the malware is HTTP proxy-aware,
i.e. it can use a HTTP proxy to connect to the Internet or might
as well itself provide HTTP proxy capabilities. This assumption
is reinforced by the file name ProxyBot.exe, which suggests
that this piece of malware itself might function as a proxy or
that it is capable of using a proxy. Finally, the word ftp:// gives
us the hint, that this malware might also use the file transfer
protocol (FTP) to transfer data. However, we do not yet know
the command and control domains of this malware, i.e. to what
network location is the malware connecting, which is important
to detect other compromised machines.

From the output of PEID we know that the malware is not
packed or crypted, thus it might be that network related in-
formation is obfuscated in some way. To find out whether an
obfuscation technique is used to hide valuable information we
need to open the malware binary in a disassembler, such as
IDA.

IDA DISASSEMBLY

If we open the malware in IDA, we will end up with some di-
sassembled code as shown in Figure 2, which shows the entry
point of the executable file.

=| 00404000 23 socket

closesocket

wW52_az
W52_3z

gethostbyname i 2
send WSZ_32
Ws2_32
Ws2_32
Ws2_32

Z) D04040E0 9
=| 004040E4 16 recy
[¥E) 004040E8 4

htons

conneck

Figure 2: Entry point of malicious binary disassembled with
IDA

8. http://unixhelp.ed.ac.uk/CGl/man-cgi?strings
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Since we already know that the software has network functio-
nality and want to find out where it is connecting to, one of the
first steps is to check where in the code the appropriate appli-
cation programming interface (API) calls are executed. For this
purpose, IDA provides a subview called Imports, which lists
the imported functions and libraries, most of which we have
already seen during our first analysis in the previous section.
Additionally, IDA can resolve the names of functions which are
imported by their ordinal number instead of their name, thus
we can see what network functions are used. Figure 3 shows
the import subview of IDA and the network functions used by
the malware. We already highlighted an interesting function
named gethostbyname, which is used to resolve hostnames
to their corresponding internet protocol (IP) address, thus it
should receive a command and control domain as input. We
can directly jump to the location where this function is impor-
ted and from their to the code locations which make use of it,
by using so-called xrefs (cross-references of IDA).

1 oM W
o aed, #E

wml_ A AT

e Wk

L mawe by lsdes
¢ dlwlde By Dsaglh of key
s wis G dmcreese cowater
. &1, bgte W aAdu R DR aA ]
e | Eshewemaz], Al

wia, ofl : check

= rak it ien

8
el BRI 1A1 G
B it AT

Figure 3: IDA view of imported libraries and function

Following those cross-references and moving along the disas-
sembled code, we will sooner or later stumble across an inte-
resting looking function, which receives different offsets into
the data section as input. Figure 4 shows the main loop of
this function. This loop iterates over a character set (beginning
with s5dk...) and modifies each byte at the provided offset by
using the exclusive or (xor) operation. This seems to be the
deobfuscation routine we have been looking for to reveal the
network addresses of the command and control server.

HE4B54148 unk_ 485414 db 8
aa4a5415 db 8
ga4as416 db 18h
gauasyiy db a
B8485418 db 5Eh ; °
Ba4B5419 db 11h
BB4B541A db 1Bh
ao48541B db %Fh ; _
gayasyic db  44h ; D
ga4asyiD db  BEh
BB4B541E db 56h ; U
BE4B541F db L
ga4a5-420 db 25h ; %
aa4a5421 db  28h
ga4asy2? db 6%h ; e
Be485423 db 5%¥h ; W
BE4BSL42Y db 5% ; ¥

Figure 4: Deobfuscation loop

In order to deobfuscate the embedded character strings of the
malicious binary without running it and grabbing them from
memory, we need to write a small script for IDA. If the IDA
Python plugin is installed, we can write such scripts in Python
otherwise in C. Listing 4 shows an example Python IDA script
that can be used to deobfuscate the character strings within
the malware binary. Note that a closer look at the obfuscated
character strings revealed, that the first byte always repre-
sents the length of the encoded character string. Thus, we



first retrieve the length and then iterate over each following
character and xor it with the next character of the key. In case
we reach the end of the key array we start at beginning again
until the number of characters that have been deobfuscated
reaches the length retrieved in the beginning.

# Imports
from idautils import *
from idc import *
import struct
# Get current EA
ea = ScreenEA()
# XOR Key Array
k= 1[,s",’5,'d","k","6","7", "€ ,"7","3","L",
r,r4r, e, 03, 1,8 ,74" ,'EY "D’ ]
# Get String Length
codelLength = Byte (ea)
ea += 1
keyIndex = 0
counter = 0
# Loop over String
while True:
currentKey = struct.unpack(,B’,
dex]) [0]
currentByte = Byte (ea)
newByte = currentByte”currentKey
PatchByte (ea, newByte)
keyIndex += 1
keyIndex =
ea += 1
counter += 1
if counter>=codelength:

TR, 'K

k[keyIn-

o

keyIndex % len (k)

break

Listing 4 IDA Python script for character string deobfuscation

Figure 5 shows one of the obfuscated character strings before
applying the Python script from Listing 4 and Figure 6 shows
the corresponding deobfuscated character string, which is one
of the command and control domains (skupishanik.com). If we
apply the IDA Python script on all obfuscated strings that we
find in the data section, we discover a lot more useful infor-
mation.

A0405414 unk_ 405414 db a
B84 65415 db a8
00405416 db 18h
864065417 aSkupishanik _co db 'skupishanik.com',8

Be4Ba5L27 db a8

Figure 5: Obfuscated character string found in malicious bi-
nary

Exttra Information |
FileMame: | z:\bah}30_priority3_files!allarticle_forensicidsfe623e2a6240bccar

Detected: | Microsaft Yisual C++ 6.0
Scan Mode: |Kormal

Entropy:  [&,15 (Mot Packed)

EF Check:  |maot Packed

Fast Check: | Mot Packed

oo

Figure 6: Deobfuscated character string showing one of the
command and control domains
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In total the malware contains four different command and con-
trol domains, namely: huvchik.com, nubasar.com, fhabefas.
com, and skupishanik.com. From the other character strings,
we can determine that the malware is capable of proxying
HTTP connections (Proxy-Connection: Close and HTTP/1.0
200 Connection established), that it writes itself to a file named
comsrvr.exe, creates a service with the name COMServer,
and that it creates a registry entry at Software\Microsoft\Win-
dows\CurrentVersion\Run to be started at automatically after
reboot (persistence). Thus, we were able to verify most of
the assumptions made in the beginning of this article, without
ever running the malware binary. Of course, this was a rather
simple example, but in most cases one can get a fairly good
picture of the functionality of malicious software by looking at
the embedded character strings, metainformation, and import
and export sections.

CONCLUSION

In this article, we presented a common approach to manual-
ly analyse a malicious binary, without the need to execute it.
We presented a few freely available tools, that greatly sup-
port this process and provide us with valuable information to
get a quick overview of a malwares’ functionality. With more
complex examples this number of information will decrease,
but it might still be enough to aid a forensic investigation or
support the incident handler to find other compromised machi-
nes. Furthermore, it is still possible to extent the investigation,
for example, with automated sandbox analysis or debugging.
However, covering those topics is out of the scope of this short
introduction.
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MASTER BOOT RECORD
MALWARE ANALYSIS

by Patrick Olsen, BJ Gleason

Master Boot Record (MBR) malware is making a return. Once confi-
ned to floppy disks, the technique is now being used to install bot-
net-based rootkits. In this article, we will show you the basics of
how MBR malware is deployed, how it installs itself, and how you
can start to analyze what it is and what it is doing.

WHAT YOU SHOULD KNOW

 The reader should know how to use Virtual Machines and how to properly handle live machine.

WHAT YOU SHOULD LEARN

« From this article you will learn how to unpack malware, modify binary executables and analyze

MBR malware.

BIOS on a bootable device. The classic, original MBR

is a 512 byte sector that contains the code to start
loading the operating system into memory, and up to 4 pri-
mary partition tables. Over the years as the size of storage
increased, the layout and utilization of the MBR has changed,
see http://en.wikipedia.org/wiki/Master_boot_record for more
details and additional examples.

The MBR is typically the first sector read by the ROM

While there have been changes, the basic functionality of the
MBR remains the same - to load the operating system from
the disk to the system RAM, and therein lies it's weakness. If
we can change the MBR, we can introduce malware below the
OS, modifying the OS as it is loaded, and change the way the
system behaves. This process, known as rootkiting is often
difficult to detect, as the system tools of the OS have been
modified not to reveal any details about the rootkit.
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How can the MBR on system be subverted? There are many
classic ways - booting from an infected device (USB, CD,
Floppy, etc.), downloading an infected executable, or visiting
a infected website. In each case, once the system runs the
payload, it modifies the MBR, and then starts executing the
payload.

One of the first internationally-recognized boot record attacks
was the Michelangelo computer virus (a variant of the Stoned
virus). It was first discovered in 1991, and grew to stature in
early 1992 when it was discovered that it had infected system
and software being shipped from the factory. It infected MS
-DOS systems, and if the system was active on March 6, the
virus would overwrite the first 100 sectors of the hard disk with
nulls, typically wiping out the file allocation table and part of
the OS, rendering the system un-bootable (http://en.wikipedia.
org/wiki/Michelangelo_(computer_virus)). The virus was actu-
ally easy to detect, as it didn’t really install any measures to
hide itself. A user could use the chkdsk command to detect



the virus, which would have reported 2048 bytes less than the
actual installed memory. If you had 640k of RAM, chkdsk wo-
uld return 655,360 on an uninfected system and 653,312 on
an infected system [1]. Because of the widespread publicity
several anti-virus companies released free or low-cost utilities
to remove Michelangelo from infected systems.

There have been numerous attempts to protect the MBR, such
as BIOS options to prevent changing it. The HP Workstation
xw3100 [2] had an option to save the MBR to NVRAM, and on
each system boot, it would check to see if the MBR had chan-
ged. Ifit had been changed, the MBR could be restored from
the NVRAM. Some machines shipped with the Phoenix Award
BIOS had Boot Sector Antivirus or MBR protection options as
well [3]. These options typically prevented any changes to the
current MBR. If you wanted to install a new OS, you would ty-
pically have to disable these options so that a new boot loader
could be installed.

While MBR malware seems to be a very ,0ld-school” approach
to compromising systems from back in the days of exchanging
floppy disk, there seems to be a bit of resurge going on now.
According to Symantec, there has been a marked increase in
MBR infections [4]. And not only are they back, they are doing
so much more. Instead of just trashing your hard drive, they
are being used for extortion (by encrypting the user’s files and
demanding payment for the decryption key), spam, insertions
of back doors, and becoming part of a command-and-control
botnet.

With this renewed interest in MBR malware, we decided to
see how they actually attack and install themselves on your
system by examining one in depth. What is the attack vector,
how does it install a new MBR, and how does it hide itself from
the system?

HANDS ON

As always, working with malware is dangerous as you could
infect the system you are running the analysis on. It is highly
recommended that you use isolated systems, not connected
to any network, and run the analysis inside virtual machines.
Before performing any forensic analysis of malware, | would
recommend reading ,5 Steps to Building a Malware Analysis
Toolkit Using Free Tools” by Lenny Zelster [5]. His recom-
mendation, in brief, is to use a virtual machine disconnceted
from any production systems, and load it up with tools. Once
the tools are loaded, take a snaphost of the virtual machine
so it can be restored to a ,pre-infected” state, wiping out any
traces of the malware that was installed.

While there are many examples of MBR based malware out
there, the one we will be looking at is this one:

http.://contagiodump.blogspot.kr/2012/05/mbr-rootkit-xpaj-
sample.html|

The malware we are examining is supposed to be a crack for
the ,Stoked: Big Air” game, a snowboarding simulation game,
available from http://www.bongfish.com/. The Big Air edition
of the game added additional mountains, increased the frame
rate, and added new racing events. The game garnered many
favorable reviews, and earned a MetaCritic score of 81% [6].

According to Symantec, W32.Xpaj.B, is a new and improved

version of W32.Xpaj and is considered a ,file infector with a
vengeance” [7]. Originally discovered in 2009, it has seen a
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resurgence starting in January 2012. It infects the MBR, at-
tacks 32 and 64 bit versions Windows, and runs code in kernel
mode. Bitdefender refers to this version of Xpaj as ,the bootkit
edition” [8].

You can download the sample malware, but the zip file is
password protected, and you will need to contact the site ope-
rator for the password.

STARTING THE ANALYSIS

Since we are running inside a virtual machine, disconnected
from any other systems, we could just execute the sample and
see what happens. However, it is recommended we analyze
the static binary and see what we can learn from it.

It is common for malware to be packed, the process of which
makes static analysis harder. When examining malware it
is typically a good idea to perform tests with different tools
and compare the results to verify the information. In this first
test we will use the manual approach using bintext [9] which
extracts text from a binary file. This is similar to the strings
command in Linux.
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Figure 1 - Output of bintext
In the resulting output from Figure 1, we see the print ,PE-
Compact2”. PECompact, is a commercial packer available
from http://bitsum.com. Packers are not just used for malwa-
re, but can be used to shrink the size of an executable to make
it fit on a smaller storage device, or to minimize download ti-
mes. Once the packed file is executed, it is unpacked into
RAM and then executed.

PEID, from http://www.peid.info/, is a collection of automated
tools that will detect a wide range of packers, but like anti-virus
software, it's signature database needs to be updated on a
regular basis. By design, PEID will identify the packer but will
not unpack the executable. However, there are several plug
-ins available for PEID that give it unpacking abilities.

When we examine the executable with PEid, what we see is
shown in Figure 2.

Entrypoirt: DD 1000 EP Section; -beack =
File Offest: | 00000400 Firgt Bytes: |BS,30,30,45 =
Linker Info: |[9.0 Subsystern: |Win32 GUI >
rurus.hc Mode -> Jeremy Collake =

it Scan Task Viewer J Optons ] about Exat
I+ Setay on top | -

TAGOG000000001  DO000040000 1 a TEAGoby
A OOO0000D0162  DODDO04001 52 o .aGakM
A D0O0O0000238  DO0000400298 o Jtenat

A D0O000000CAC0
OO0 i

QOO 5
000000041 &
ooOoooS

e

o0 2
<1 DDO0DO0D0OEEE

0000004071 48 E o

Figure 2 - Output of PEID

The output from PEID confirms that PXCompact 2.0x was
used to compress this executable.
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UNPACKING THE CODE

Knowing that the executable is packed, we need to be able
to unpack the malware code so we can start to examine it
and see what it does. While there are a number of ways this
can be done, we will use Ollydbg to modify the executable
to stop once it has unpacked the code, and before it has
transferred control to the malware. The way most of the-
se packers work is that once they are loaded into memory,
they are pointed to the packed data and execute an unpac-
king routine. Once the data is completely unpacked, the
unpacker jumps to the first instruction of the unpacked code.

Upon opening the program in Ollydbg we are dropped into the
Original Entry Point (OEP) of PECompact, as in Figure 3. It's
moving a value into EAX. One of the characteristics of PECom-
pactis the JMP EAX, which is typically located close to the value
being moved into EAX at the OEP. So what we will do here go to
the expression, 00453030. You can do this by hitting the Ctrl+G
key while inside OllyDbg. Then type 00453030 into the box.

CPU - main thread, module dSc12ff -
B8 30304500 IHUU EﬂH,d5012FcF.BBH53BSBI

oausp1aes| sa FUSH EAN

BB4B1666 64:FF35 000000@I PUSH DWORD PTR FS:[8]
OBL4BIB6D | 64:8925 00DDOO@I HOV DWORD PTR FS:[@],ESP
Baud1814] 33Ca KOR EAX.EnX

Figure 3- Starting Point in OllyDbg

After we go to expression 00453030 it will look like Figure 4:
Note the address location in red.

——g

08453030 | B8 B51D68BAO

HOV EAX,B8B1DBS

oS ouos | 8088 9E123n08 LEA ECX,DWORD PTR |
de453038| 8941 M MOV DWORD PTR DS:[I

Figure 4- Starting Point

Now once you are here, scroll down and look for a bunch of
POPs for EDX, ESI, etc. Right after all of those POPs you will
have the JMP EAX that we talked about above. This JMP
EAX in Figure 5 is where the unpacker will transfer control
to the original, unpacked code. There are several things we
can do at this point, such as setting a breakpoint, but instead,
we will modify the JMP instruction, to create an infinite loop.

BOuS30EC| SA EDX

BOLS30ED| SE ESI

BO4S3I0EE| SF EDI

BOLS3I0EF| 59 ECH

AOLS30F0| SB EBY

BOUS3I0F1| SD

POuS30F2| FFER EAX

BOLS3A0FY| 800 BYTE PTR DS:z[EAX],AL
AO4S30FG| 9000 BYTE PTR DS:z[EAX].AL

Figure 5- Transfer to unpacked code

The JMP EAX instruction takes up two bytes of memory, so
any modifications we make can only use 2 bytes or less. It
turns out that there is a JMP short relative instruction that can
be used to jump —128 to +127 bytes from the current EIP va-
lue. Since the JMP EAX and JMP short are both two bytes
long, we can replace one with the other. Now we just need
to calculate where we want to jump to. When the JMP EAX
instruction, located at 004530F2, is executed, the instruction
pointer is incremented to 004530F4, however, the contents of
the EAX registered will then be loaded into the instruction po-
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inter, and the code at that address will be executed. We need
to create an instruction that will basically, jump back two bytes,
from 004530F4 back to 004530F2 so that we can create an
infinite loop.

Since the operand for the JMP short relative uses a signed 8
bit notation, a ‘0’ would be ‘00, a ‘-1’ would be ‘FF’, and a *-2’
would be ‘FE’ in hexadecimal. The opcode for the JMP short
relative instruction is EB, so combining it, a JMP -2 would be
EB FE. So if we replace the FFEO of the JMP EAX instruction
with the EBFE of the JMP -2 instruction, we can execute the
unpacking code, and once it has finished, it will sit in an infinite
loop.

In Ollydbg, left click JMP EAX, and hit Ctrl+E, which will
bring up a edit window as shown in Figure 6. You will want to
change FE EO to EB FE JMP EIP, creating our infinite loop
instead of transferring control to the unpacked executable.

98453 8ES
88453 BE7
88453 0ES8
ae4538EN
88453 8EC
88453 8ED
88453 8EE
88453 BEF
aaus3ara

JHP EAX

88453 08F 1
88453 8F
aeu53ary ADD BYTE PTR DS:TEAXT,.A

Figure 6- Inserting a JMP SHORT -2

HEX +02 EE FE

\
—N

|

L Y Y Y - - iy LY I = ]

F i —

o=
POPF EBP

-
-
m
=

After you make the modification, it should now look like
Figure 7. The JMP SHORT instruction points back to itself, at
address 004530F2.

B84530FB| 5B

T pr ]
BO4530F2 | -EE FE
—Boee

0O4530FG| 8A88 ADD BYTE PTR DS:TEAXT.AL
Figure 7- The infinite loop installed

FOP EEX
FOF—EEF
JHP SHORT d5c12fcf.B045308F2

You will want to right click the ,red” code and select, ,Copy to
executable” and highlight ,selection”.

A window will pop-up that looks like Figure 8. Right click the
window and select, ,Save file”.

[PTTRI T TS
CE CCnT

T e L S FLe
Call ChY

08| [B] File CAUsers\malware_win7:86\Desktophd5cl 2fcfeebheb 374026601 cA7F39b2 axe
D6 ) pepasers|-m £ | JHP SHORT. ERAISAES |
D8 | epaa AOD BYTE PTR DS:(EREI,AL
oA 5| epeo |AO0.EYTE PTR DS: [EAKI.AL
. o] Backup S
ITH -4
DE ] Gany i
Ef ] h
ES Beaa Binary ¥
E7 ) Agsemble
Ef oBea
5 ] Search for 3
ER gaad
i B
ED - S

Figure 8- Saving the mbdified code

Saveitas,loop.exe” orwhateveryouwant, as showninFigure 9.
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Figure 9 - Saving the code to disk

Now we have our edited exe file. Go ahead and close out of
OllyDbg for now. Some malicious code can detect if it is being
watched by debuggers.

Now we will execute the loop.exe. After it has executed,
open up OllyDbg. Once OllyDbg is open, select File, hi-
ghlight loop.exe and then select Attach, as shown in Figu-
re 10. This will take you back into OllyDbg’'s ,main screen”.

tpo T Y i

e s e, win T Dk s st e |

i g

=

Figure 10 - Attaching to a running executable

It will take you to a RETN, which is a return to 77C0F189,
which is ntdll in Figure 11.

77BA410D BN H:] RETH
77BAL1BE| 98 NOP
77BAL1BF| 98 NOP
77BAu1108| 57 PUSH EDI

F7BA4111
77BAUT1S
77BA4119
77BAM1IF

8B7C24 BC
8B5424 B8
C702 oopeBeoen
8970 B4

OR

MOU EDI,DWORD PTR SS:[ESP+C]
MOU EDX,DWORD PTR SS:[ESP+8]
MOU DWORD PTR DS:[EDX],®

MOU DWORD PTR DS:[EDX+4],EDI

: D OB _ERI_ENI
Return to 77COF1BY? (ntdll.??CBF1BQ)|

Figure 11 - ntdll

HitF9, and then hit F12, which is arun and pause. It will drop you
here shown in Figure 12. Look familiar? This is where we edi-
ted JMP EAX (FF EO) to JMP SHORT (EB FE). We will want to
change this back to FF EO, so hit Ctrl+E and make the change.

s e e g g

ot w e e

a0453 oF 2 BT HES
8453 BF 4T D I
ABANS30F0| AOGA
HELA536FBE1 BAA0

Figure 12 - Our infinite loop

JHP
TG
ADD
AbD

SHORT loop.B84538F2 I
EDUT, 4970

BYTE PTR DS:-[EAX],AL
BYTE PTR DS:-TEAX1_AL

Once this has been edited as shown in figure 13, you wil
want to left click FF EO, and then hit F7 two times.
[€] CPU - main thread, module loop

20453 8F 2 SIS
88453 8F 4
B84538F9

Figure 13 - Reverting to the JMP EAX

JHP EASR
eI 4D
ADD BYTE PTR

After you hit F7 twice you should be here in Figure 14: You
can now dump the process using the Olly Dump Process
plugin, or use LordPE.
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IE‘ CPU - main thread, module loop

B0447DBF| E8 O82000808 CALL loop.a8447DC
il nCul FEER IHP_EQX
AA4L7DEC6 P PUSH EBP

‘ BO447DCY| 83CH FO ADD ESP,-18

Figure 14 - Ready to dump the unpacked malware

EXAMINING THE MALWARE

Now that we have an unpacked version of the code, let’s take
a closer look at it. Let’s see what it looks like compared to the
previous packed version. Here is a quick view of the original.
exe, and the dumped.exe that we dumped via OllyDbg. He-
xacorn’s hdive.exe [10] program really shows the differences
as seen in Figure 15. We can also start to run the malwa-
re through other tools, such as a dissassembler, debuggers,
and other tools to have it start revealing its secrets to us.

zebbeb 374026601 cd7f39b Bro

sktoghdumped. exe

Time taken: 0.078 secne taken : 0.047 secs  Text size:

D [ Text Text

] 4qk7} GetSystemTimedsFileTime
) 4_NB':4 GetSystermwWindowsDirectornd
) fu GetT apeParameters

] PCJ.la GetTapeStatus

] tArg GetThreadTimes

] c3w_0SF GetTickCount

J 25p6m GetlserDefaulLCID

] Yywaqld GetYersionEx4

] siD4 GetVolumelnformationd,

] kgkZy GetVolumel nformatioriw

] LP/P+ GlobalFlags

] ZHIGEb GlobalGetitamM amei
Figure 15 - Compressed vs. Uncompressed malware

CAPTURING THE MASTER BOOT RECORDS

As described before, the MBR is the first 512-byte sector. So
that we can get a better idea what the malware will do it, let's
get a copy of our current, un-infected MBR, which we can later
compare with an infected MBR. We will use the dd command to
save the MDR to disk. We will name it ombr.bin for Orginal MBR

dd.exe if=\\.\PhysicalDrive0 of=C:\Users\<username>\Desk-
top\ombr.bin bs=512 count=1 --localwrt

Once it is saved we can take a look at it, as shown in Figure
16.
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Figure 16 - Original MBR

There are some tools that you can use to take a closer look
at what is going on in the MBR. There is MBRparser [11] by
Gary Kessler Associates. This tools appears to use place-
ment of partition tables to identify if malware might be hiding,
but in this case it may get confused since the MBR was com-
pletely re-written. You can also try the MBR Parser [12] by
Jamie Levy which seems to be designed to spot this kind of infection.

Figure 17 is the assembly code for the Original MBR we just
extracted via dd and disassembled using MBR Parser.

ooooo00 33C0 xoxr eax, eax

ooocooz SEDD mov =3, ax

000004 BCOOTCEECO mov esp, OxCOBETCO0
000005 SEDS mov ds, ax

000008 BEOOTCBFOO mov esi, Ox00BF7CO0
000010 06 push es

coo0il ESODO2FCF3 mov ecx, OxF3FC0200
000016 A4 movsab

000017 50 push eax

oooois 681COECBFE push OxFBCBOG1C
00001D BS0O400BDBE mow ecx, O0xBEBDOOO4
000022 07 =4 <) es

000023 807EGO00 R [esi), Ox00000000
000027 TCOB 31 +0x00000008
000029 OF2S0EOL1E3CS Jn=z =-0x3ATCFEF2
00002F L0E2 ade dl, ah

Error: unexpected byte at 000031
The reat of the code contains 306 byctes

Figure 17 - Disassembly of the Original MBR

Now we will run dumped.exe and let it infect our system, after
which we can grab another copy of the MBR.

dd.exe if=\\.\PhysicalDrive0 of=C:\Users\<username>\Desk-
top\imbr.bin bs=512 count=1 --localwrt

So we now have two copies of the MBR - the ombr.bin, Origi-
nal MBR, and the imbr.bin, the Infected MBR.

If we compare the two files, we see a lot has changed. Figure
18 shows that we have similar patterns here, but it's nothing
like the original one. The malware appears to replace the MBR
with its own version.

I 50 %0 0 10 15 00 12 05 09 65 60 19 £ 58 04 05 60 90 00 42 C0 #E 08 BE &9 7CHE 0 0E DI BE
0 FCBF 00 OF B9 0 03 FCFD AL 50 08 B2 06 CO BB 10 52 07 FB G5 60 B0 10 &0 &0 BE 00 4L 00 26 G601
THOT D01 4T S0 T4 2 3 KD NI Sk 06 00 T4 1S O 07 AL N0 04 B3 08 10 C1 00 0 A0 80 06 (8 &40 T2
B3 M1 OB 3% 68 E1 TV O BA 0L 47 80T 06 &8 &1 06 &4 53 OB OF 0T BD 53 TC BN ET BF BE 0T Fi 0% M TS
D B CT 10 WL FFFEQT T2 FTER FI OO 8E &F 20 &3 &1 T8 &9 M6 65 20 70 81 T2 T B9 TA &9 B BE 10 0
R TS G 4 0 6 B0 4% O 4 A3 f 06 65 K1 D8 0 59 1E 0T 04 55 10 0C 08 % DE 08 e 43 89 LE 08 04
ERBCO0 TE 1N ER B 00 6l 85 T A8 30 T3 63 41 &8 3085 T2 T 88 I 00 3 01 30 FETD 85 AL TU 1T £
DO B30 &N T 30 TY S RL TR TY 00 08 3% A 16 &Y 0F OF &3 LA 16 83 0T
IS % FF 6 BC 06 OF &6 X1 C0 &6 79 04 17 06 T3 08 &5 K1 BF OF 046 B3 OO OF 63 T2 10 B 4] BRAASS CD
L300 W1 FRSS AR TS O F6CL 00 1 OF BE O DS B 42 FF EL ES2] B4 OF B9 EA DS CD 1307 7T ED 8O
1 0F PEC8 66 0F B6 O3 65 OF B8 Fo68 A1 OF 06 66 X1 OF 66 F7 FLAZ 55 D1 51 07 66 ¥7 Fo 8 Of 88 3
€1 EBOT 30 00 ad O AL 08 05 8L 0F 5% FRES DA BS 1F 04 85 06 OO 1307 &1 C3 E8 FIE 0O 90 00 03 0D 03
0 00 DD DO DD 20 00 OF 0D D0 00 DD 0 03 &3 00 DO O3 G0 00 DO 00 00 00 00 0D O 00 00 & TH S
0 o

Figure 18 - Infected MBR
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Hereis some ofthe assembly code ofthe infected MBR, in Figure
19. You will see that it's quite a bit more than the original MBR.

30 xXor CAX, fax
90 nop
90 nop
(130 ] j=p »0x 00000010
1000 adc [eax], al
1200 adc al, [eax
0000 add Eel: « @
0020 add eax], ah
(14 in al, dx
FFYFOL call edi+0x04]
] add eax]. al
0000 add eax), al
31co xor eax, Ox0O0000CC
BE00 L 55, ax
BCO0OTCRECD By esp, OxCOBETCOO
€ By ds, ax
BEOOTCBFO0 ROV e51, OxOQO8F7CO0
06 push [
BI0O0A2FCF3 Y ecx, OxFIFCO200
Ad movsb
50 puszh eax
683206C088 push OxBECO0632
push 55
92 xchg eax, edx
or pop [
FB sti
pushad
881K ROV ebx, [est]
4C dec esip
0QSE0E4ED026 add €31+ 0n2 6004 E06 )
66817F026001 cmp edi+0x02], 0x00000188
47 inc edi
60 insd esiedi, edx
T42E jz 0 DOOO002E
2E833E08 cmp [es1]. Ox00000008
06 push [
00742606 add [esi+0x0€], dh
or pop &5
Al130483E8 BOV @ax, OxEBS3ION12
10C1 adc cl, al
EQOG Toopnz + Ox Q0000006
AIDCOGLBAG BV OxAGESOH0C, eax
007213 add [edx+0x13]. dh
3108 Kor ebx, Ox <
2666817F028801 cmp [edis0x02]. 0x00000188
47 inc edi
60 insd esiedi, edx
7506 jnz » O QOOOC00E
6661 popad
06 push [ =]
BaD0 push 0x 00000000
<.} recf

Figure 19 - Disassembly of the Infected MBR

If you open up the disk image in a hex editor you will see
some interesting stuff. Take a look at the memory location of-
fset and you will see that the MBR starts at 00000000. Note
7CO00 in the assembly code, this is the memory address where
it's loaded into memory; however, if you keep looking towards
the end of the disk you will see some extra artifacts.

Starting at offset 8BFFF0400 you get the following:

It goes from 8BFFF0400 - 8BFFF059B.

seerros0s [ B2 43 48] 00 0C 00 00 &D 01 00 00 00 00 00 08
BBFFFOA1E 4D 30 S B0 38 01 67 02 04 0F 10 0F FF 1C 10 40 HE:

BOFFF2420 D1 14 01 70 FL 0L E) 08 OF 89 OF IF DA 7C 02 B4 B xs
SEFFFO430 09 CD 21 B8 0L 60 4C 0A 5S¢ &8 9 73 07 20 70 72 1), 'L This pr
SEFFFOL40 F &7 33 61 6D CF 63 43 6E 8F A7 78 F3 62 65 D7 oglamkeln Stdbex
PDFFFOA50 E7 75 AF OC 69 06 44 IF 4F $3 00 60 6F 64 65 2E cu li D705 mode
URFFFOMGD  OD DA 56 24 44 10 50 45 10 &4 86 FC 34 65 28 66 VD PE dfitest
Figure 20 - Offset 8BFFF0400
Here you have it again from 8BFFF0800 - 8BFFF9BCB

43 ABJ1E OC 00 ©0 BO %3 00 00 00 00 80 GU] Lt
BEFFFO&L0 30 47 EB 03 OF DOE 1D E% OY FB EB IE™N (= o
BEFFFORZ0 &0 67 IE BD 9D AC FD 71 FF OE 62 06 DF 40 D1 53 g ~fqp B 0@ 5
BETFFOG20 B8 1% 4% 24 23 BD AC FE OV 64 OF 2C 24 34 30 23 & Ipdh-h 3 .=i9)
BEFFFOS40 0% F§ 37 310 35 I8 A3 SE 87 OC 26 ER BS GE 15 AD  @70S(E") Léy

BEFFTOSS0 IF 7% 3A D CR 37 36 IF B M6 LF 80 EC 04 60 02 yoeECETY| 4

BEFFEOSE0 OC 51 5% E9 OB FD BE OE 52 5& E& AE 81 01 OF 85, OWaExl BEVa® ]
SEFFFORTD  FT 68 80 0T 5B 4B &0 BD 6% 80 DC 10 00 3D 4D FC =ha IEF 110 Hu

Figure 21 - Offset 8BFFF0800

SEFFFOAD0 fE1 52

There are also more hits at the following locations: 8BFF-
FOEO0, 8BFFFB800, 8BFFFC929, 8BFFFE93A, 8BFFFF5F5.
These various offset appear to be where various code seg-
ments are located.



They all appear to start with 41524348, which translates to
ARCH, as seen in Figures 20 and 21, so this could possibly
be an identity check. In either case, ensure you also check the
end of your disk, and not just the beginning where you think
the MBR should reside.

There also appears to be a clean (original) copy of the MBR
located at 8BFFFFCO00.

So it appears that the malware in this case makes a copy of
the original MBR (just in case it needs any of the information
inside it, and possibly if it receives a command to uninstall, it
needed to replace the original MBR). It then starts rooting the
host system and also attempts to contact a remote system.

For a more detailed description of the actual payload, please
take a look at the excellent analysis at

* http://www.symantec.com/connect/blogs/w32xpajb-file-in
fector-vengeance

* http://www.virusbtn.com/pdf/conference_slides/2011/Lelli
-VB2011.pdf

* http://labs.bitdefender.com/2012/04/xpaj-the-bootkit-edition/

PROTECTING THE NEXT GENERATION OF
SYSTEMS

Preventing the installation of malware in the pre-boot phase
has become a hot issue, and is being implemented in the next
generation of PCs. Originally developed at Intel, the Unified
Extensible Firmware Interface (UEFI) is a specification that
defines a software interface between the OS and the har-
dware, and is being developed to replace the current system
BIOS. The many UEFIs being developed will allow for legacy
BIOS support, and will allow for remote diagnoses and repair
even without an operating system. The UEFI specification is
managed by the Unified EFI Forum [13].

One of the key features of the UEF| is enhanced booting featu-
res that can be configured in the global NVRAM of the system.
Instead of using a boot sector, the UEFI can retrieve the OS
loader and drivers from standardized file systems and loca-
tions. For example, the OS loader would be loaded from \EFI\
BOOT\BOOTx64.EFI off of a FAT based device.

In addition, the UEFI can have secure booting enabled, which
would prevent access to the OS loaders or drivers that are not
digitally signed, similar to digitally signed drivers in Window 7.
This technique should prevent the injection of malware during
the booting process. To help reduce the attacks on Windows,
Microsoft is requiring systems certified for Windows 8 to have
secure boot enabled by default, using the Microsoft private
key. This raised some concerns that other non-Windows ope-
rating systems might be locked out of these machines, but
Microsoft has indicated that they will allow the secure boot to
be disabled or to enter the custom mode (except on systems
based on the ARM processor).

CONCLUSIONS

MBR malware still exists and is still a danger. In this article
we showed you some of the techniques you could use if you
wanted to start analyzing how MBR malware works, how it
installs, and what it could possibly do once it has taken control
of your system. This is a serious enough issue that Intel and
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Microsoft are continuing to examine techniques that they can
implement to eliminate this attack vector.
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COMPUTER FORENSIC
CHALLENGES IN CHINA

By Erik Laykin Managing Director, Duff & Phelps LLC

Collecting Electronic Data in China is fraught with risks and chal-
lenges. In this article, computer forensics pioneer Erik Laykin shares
some of his experiences and observations regarding the hurdles
often faced when managing electronic data collections in this dy-

namic and emerging market.

son this month of Wang Lijun, the former chief of the

60,000-strong Chongging (Chung King) Police force, on
corruption and abuse of power charges in a Chengdu court
marks a watershed event in modern Chinese politics. While
Wang was a lightning rod in the city’s anti-corruption crusade
who directly and successfully took on the powerful Triads and
deeply seated organized crime syndicates, what is generally
not well known about him is that he was also one of China’s
major proponents of modern forensic science in criminal inve-

The conviction and sentencing to 15 years in pri-
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stigations and dedicated significant resources to developing
capacity in this area.

As the co-chair of the 2nd Annual World Forensics Congress
in Chonggqing, China, last November, | worked with Wang who
presided over our opening ceremonies and laid out his vision
for a more thoroughly modern approach to managing and
processing evidence. His emphasis was on establishing best
practices throughout the region in the field of digital forensics
and most specifically, electronic data harvested from the clo-
ud.



To that end, according to Wang and his associates, they had
engaged IBM, Dell, HP, Cisco and other major players in the
traditional information technology space to help build out a
sparkling new 100-million-dollar cloud computing, training,
investigative research and analysis center on the grounds of
the sprawling Chongqing Public Security Bureau campus.

The building was well under way last November when Wang
arranged for me to have a VIP visit with him and his delega-
tion. It was a significant project and was due to be completed
in mid-2012. However, the Police Chief’s February arrest fol-
lowed the dramatic chase in which the now disgraced Chon-
gqing Communist Party Boss and Politbureau member Bo Xi-
lai sent 70 car loads of armed police after Wang, ending in a
siege of the American Consulate in Chengdu where Wang had
taking refuge. The future of his visionary effort to expand the
field of forensics in China is currently in question.

None the less, policing agencies from Harbin to Ningbo have
been very active in acquiring the necessary training and sys-
tems to provide rapid-response digital forensics to better ad-
dress issues of both domestic state related security as well as
criminal activity and economic disputes. Numerous American
forensic firms such as Guidance Software and Logicube have
focused on this market for years.

As a result, there has been a growing awareness throughout
China that the proper preservation of digital data is a key com-
ponent of any dispute or investigation.

This has not always been the case, and it is still the excep-
tion rather than the rule that electronic data will be entered as
evidence in a Chinese court. This is in part due to the opaque
nature of the Chinese legal system, wherein judgments and
rulings are often predetermined long before arguments are
made. Further, the notion that a defendant will mount an ag-
gressive defense against the charges brought by the state are
more fantasy than reality. By example, even Wang Lijun did
not contest the charges against him and gave up his right to
appeal despite the heavy potential penalty of death by execu-
tion which he was facing.

In practice, the usage of digital forensics in China by policing
agencies is heavily weighted toward the surveillance, counter
surveillance and investigative processes as opposed to the
due process of law. By the time an investigation has been
completed and referred to prosecutors, the outcome is likely
well understood — at least by the state.

On the other hand, while digital data has been making its way
into the filings in more commercial disputes, the vast majority
of civil and commercial matters in China that rely on computer
forensics are those that are subject to a foreign jurisdiction,
notably the United States.

American commercial enterprises of every stripe operating
in China - including FedEx, WalMart, KPMG, Mattel ,Home
Depot and dozens of American law firms - have relied on the
deployment of computer forensics for the purpose of mana-
ging a wide variety of risks and issues.

American firms have innumerable reasons to deploy compu-
ter forensic specialists in China. These range from the collec-
tion of electronic data in US-based litigation to managing inter-
nal investigations that may have been initiated by an inquiry
from US regulators or even self-policing and auditing in accor-
dance with efforts to prevent corruption or running afoul of the
United States FCPA (Foreign Corrupt Practices Act).

In most cases, American firms are relying upon either dedi-
cated in-house resources who have the requisite training and
capabilities to manage data collections or on outside US or
multi-national consultants whom are stationed in China.

These teams are required to operate within the framework
of the Chinese legal system and must be aware of both local
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and national regulations guarding “state secrets” and other
potential potholes that could in fact land a computer forensic
practitioner in hot water.

Over the years, there have been numerous occasions whe-
re US-based computer forensic examiners were stopped at
customs when entering China at the Beijing, Shanghai and
Guangzhou airports only to learn that their equipment, hard
drives and systems would be prevented from entering the co-
untry. In fact, in many cases, their systems were confiscated
and not returned. Not a fun way to start a data collection pro-
ject.

While these examples of customs officials taking a hard line
on the importation of forensic equipment has waned as of re-
cently, a forensic examiner always must be on the lookout for
unknown and sudden risks.

In other cases, the export of collected data has proven pro-
blematic, especially if there is cause for local or national au-
thorities to deem that data a “state secret.” The interpretation
of what constitutes a state secret has in some recent cases
evolved to include what most American corporations would
call “operating data and communications” such as E-Mail or
management information regarding their own enterprise. This
gray area causes concerns as interpretations of Chinese law
are historically vague and at times conflicting, which introdu-
ces an element of unwanted risk. It is often hard to find de-
finitive guidance on the propriety of any specific action that
you may take with regards to the identification, collection, pro-
cessing, hosting, import or export of electronic data. To that
end, seeking guidance from local counsel or at the very least
international counsel with familiarity of the issues is a prudent
step and important component of any significant data collec-
tion effort in China.

By example, there is a school of thought in the world of Chi-
nese forensics that emphasizes moving the collected data out
of the country as quickly as possible to remove the risk of it be-
ing monitored, compromised or even claimed by authorities or
even by the opposing parties in a legal action whom may have
greater sway and influence with the local governing officials.
While these institutional risks and challenges exist and must
be accounted for when developing an Electronic Data Col-
lection Plan in China, there are other more immediate risks
such as theft of equipment, physical accidents or the loss of
team members. For example, | have had occasions where my
forensic examiners have gone missing for days on end only
to be found in Chinese police custody for questioning. In one
such recent case, the examiner was picked up by Chinese
customs officials on entering the country in what turned out to
be a case of mistaken identity.

While my examiner was treated well while in Chinese custo-
dy, the fact that his whereabouts were unknown for five days
was excruciatingly painful for his family. This also caused logi-
stical challenges for our efforts on behalf of the client.

Other challenges in China range from the obvious language
barriers to cultural nuances and challenges within information
technology environments that are often less than ideal. All
of these factors create a unique landscape which should be
properly explained in advance to the party(s) requesting that
the data be collected to properly manage their expectations.
The key to any successful data collection in China is prepa-
ration and maintaining a comprehensive understanding of the
cultural and logistical limitations that must be managed at eve-
ry step of the process.

You can not anticipate all of the possible twists and turns that
a case may take, but you can take steps to remain nimble and
aware of the environment that you are working within.
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By example, on a China-based computer forensic collection
our team was sent into the field to rapidly collect electronic
data of the entire senior and mid-level management team of
a major American company due to a US Federal Court order.
However, after deploying, our efforts were quickly frozen due
to the combination of two highly challenging events. First, we
were impacted by the Chinese New Year, during which tens of
millions of migrant workers flooded the nation’s transportation
system and infrastructure making their way home from every
conceivable major city to every conceivable tiny rural village.
This effectively shut our team out of the rail system in several
locations and made air travel nearly impossible due to over
-bookings. The second event was the untimely arrival of the
worst snow storm seen in China in dozens of years.

While local and regional Governors and Ministers throughout
China recognized that commerce and productivity would come
to a standstill until these two colossal events passed, the Fe-
deral Judge sitting on the bench in the US would have none
of it.

Our client questioned the delays to the process, our com-
petence and even the availability of hard drives in places like
Wuhan and Kaifeng China. Under pressure from all parties,
our client simply did not want to accept the hard reality that
a country of 1,300,000,000 people had basically come to a
grinding halt.

Eventually, the snow cleared, the trains freed up and our
work resumed its pace in cities far afield with names like Da-
lian, Chengdu, Tientsin, Yunnan and Xian - but the damage
had been done. Despite all of the uncontrollable obstacles, |
was still behind the 8 ball to please the court.

Sometimes the disruptions are comical such as when my
team and | were left sitting in the taxi at the security gate of
an electronics manufacturing plant in Shenzhen for 3 hours
because nobody could make the decision whether to let us
in the compound. The fact that we had arrived and were wa-
iting entry on to the compound had to be escalated up to the
Chairman, who was on holiday in America with his children
who were visiting colleges for their dream of studying abroad.
Considering our combined hourly rate, that was one expensi-
ve taxi ride.

Other challenges are just plain “old school,” as you will have
the occasional power outage midstream during an imaging
job or employees will fail to provide you with their equipment,
which has mysteriously disappeared just prior to our arrival
on site.

But on the other hand, in countless cases over the years
| have been fortunate to have the unequivocal support and
assistance of the entire client team. Even in cases which are
highly charged and involve theft of trade secrets, intellectual
property disputes, internal fraud, corruption and other sundry
acts.

What is interesting is that more often than not, the Chinese
enterprise or foreign-owned-and-operated enterprise in Chi-
na conducts affairs in a very Chinese manner, which is with
a sense of mutual cooperation and an “everyone pitches in”
attitude once the mandate has been set, argued, agreed upon
and approved. The folks on the ground can actually move mo-
untains despite the occasional stumbles, faux pas and quirks
that seem to weave their way through any forensic collection
exercise.

What | have learned from this is that detailed and active
preparation for a computer forensic acquisition in China will
ordinarily pay huge dividends. Taking the time to make sure
that each of the stakeholders has signed on to and fully under-
stands the mandate and the goal is critical. This often will en-
tail detailed discussions and review of the approach, so as to
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bridge the many cultural, language and logistical disconnects
that exist in even the best-laid plans and with the most eager
and cooperative of clients.

Itis important to understand that in China, it is not unusual for
stakeholders or participants to hold back key information - not
because of some fraudulent mal-intent, but because of deeply
ingrained cultural proclivities that include the notion of “saving
face.” This could easily lead a mid-level manager to fail to di-
sclose critical information for fear of impacting themselves or
even their superiors.

As China’s legal and regulatory landscape continues to evolve
and mature, it will be incumbent on practitioners of computer
forensics to stay well abreast of the most current interpretation
of issues such as data privacy regulations, data export contro-
Is and any prohibitions on using specific tools or technologies
within the country. It is not inconceivable that an uninformed
forensic team could land themselves in regulatory hot water or
even prison for failing to understand the limitations of what ac-
tions are deemed acceptable by local or national authorities. |
would note that it is also not out of the realm of real possibility
for a misunderstanding or misinterpretation of actions or intent
to result in a local official taking a harsh line on the activity until
it is later sorted out with other players in the state apparatus.
This could result in your being the guest of the Chinese autho-
rities for some undetermined amount of time. Thus, prudence
and operating with caution is not only important but should be
part of any team’s standard operating procedure.
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COMPUTER FORENSICS

IN RUSSIA

Practical Aspects For Data

Collection

by Roman Gorban

It is hard to imagine that time will pass and the use of hard copy do-
cuments will be perceived as something unusual and old-fashioned.
At least this is true for Russia. Even though Russian legislation has
made considerable progress in recognising electronic documents, it
is rare to find a court where they have been treated as valid evidence.

WHAT YOU SHOULD LEARN

« In this article you will learn about certain areas of Russian Data Protection Legislation.
You will also learn approaches commonly used in Russia to collect electronic evidence.

« You will also know how to handle electronic evidence, maintain chain of custody documentation,
and also precaution measures that should be taken on forensic data collections in Russia.

copy documents will be perceived as something unusual

and old-fashioned. At least this is true for Russia. Even tho-
ugh Russian legislation has made considerable progress in re-
cognising electronic documents, it is rare to find a court where
they have been treated as valid evidence. For instance, Fede-
ral Law No. 63-FZ dated 6 April 2011 “On Electronic Signa-
tures” defines the sphere of use of simple and certified elec-
tronic signatures. The Law regulates inter alia such areas as
the acceptance of agreements placed on web sites (including
agreements on terms of use), the use of logins and passwords
and/or e-mail as a simple electronic signature, and also vario-
us confidentiality issues. In reality, however, although legisla-
tion is moving in the right direction, practical application of the
law is not always possible. Russian lawyers and court officials
are often reluctant to accept electronic documents and e-mails
on the same basis as paper-based documents.

Is there any way to resolve this situation? Luckily, there is.
First of all, a forensic practitioner should maintain a chain of
custody records. In other words, the gathering, storage and

I t is hard to imagine that time will pass and the use of hard
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processing of information should be documented at every
stage. The guidelines for keeping track of evidence are more
or less identical: an examiner needs to duly maintain transfer
deeds (,) each time that evidence is received and released.
Imaging forms also constitute an essential part of the chain
of custody documentation. They should contain information
on the source and target equipment used for imaging, the
venue, date and time, unique hardware identifiers (S/N, part
numbers, etc.), the names of the custodian and examiner. It is
convenient and also frequently necessary to keep up-to-date
notes in a deal book while acquiring the data. The records
should allow for the reproduction of each step that has been
undertaken, thereby providing the necessary level of defence
of captured evidence.

However, what makes the whole process unique? Let’s start
from the very beginning. Before we take custody of a laptop,
we need to carefully consider hidden pitfalls in Russian legi-
slation. While the imaging procedure is transparent in some
European countries and in the USA, the situation is different in
Russia, which has complex and protective legislation on per-



sonal data. Now let's have a look at the definitions in Fede-
ral Law No. 152-FZ On Personal Data (as amended 25 June
2012). (3)

Which states that any information related to an individual and
other data that can be used to identify an individual should be
treated as personal data. This information includes:

¢ First name, patronymic and surname of the individual;
¢ Date and place of birth of the individual;

e Address, marital, property and social status, professional
occupation and income;

¢ Other information about the individual defined in Federal
Law No. 152-FZ (Clause 3).

One question comes to mind — what happens if one laptop at a
corporation does not have such information on its hard drive?
Even if there is such a laptop, how can we prove that this infor-
mation is missing to a custodian? Is there a one-stop solution
to gather information from a hard drive in a forensically sound
way, leaving all personal and other sensitive information asi-
de? What are the implications if the Law on Personal Data is
breached? Will the examiner and examinee change places if
something goes wrong?

Most lawyers will not provide you with definite answers to
any of these questions. However, there is a way to mitigate
the risks. A forensic examiner needs to study the employment
contract and any policies that a custodian signed during the
term of employment with the company. It is also advisable to
take legal advice before collecting the data. A consent form
authorised by the custodian could possibly be one of the most
effective solutions. What about the contents of the consent
form? It should have clear definitions of the employer, opera-
tors, documents, personal data and processing. The form sho-
uld also contain all the permissions required for the gathering,
processing, cross-border transfer and disclosure of personal
data to third parties. It should contain the purposes of the pro-
cessing and legal names of all the parties that gain access
to the information, and also stipulate the terms under which
the consent could be revoked. Such a consent form should
be signed by the custodian... However, what should you do if
the custodian refuses to sign such a form or there is a need to
capture the evidence covertly?

There is a solution. The custodian’s employer can provide
a letter that guarantees, to the best of their knowledge, that
no sensitive information can be found on the custodian’s hard
drive, including personal data, state or trade secrets and other
prohibited content.

While hard drive images have been successfully collected,
will electronic files extracted from them be accepted in a Rus-
sian court? It is highly likely that the answer would be NO.
One way of generating electronic documents for a court is to
print and notarize them. However, what should you do if the
evidence needs to be supported by an expert witness? Are
there any special qualifications in Russia that make the life of
a computer forensic examiner even more complicated? The
good news is that the requirements are fairly lax. For instance,
according to Clause 13 of the Russian Federal Law on the
“State Forensic Practice in the Russian Federation”, the po-
sition of forensic expert can be held by a Russian citizen, who
has a higher professional degree and subsequent training as
an expert specialising in a particular area.
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What if a considerable amount of data is collected in Russia
for the purposes of foreign litigation. (?) What happens if the
data should be shipped abroad? The cross-border transfer of
information is permitted if the custodian has provided explicit
consent and the country of destination has an adequate level
of protection of personal data. Most European countries that
ratified the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (European
Union Directive) can be considered as acceptable for data
export, while the USA may not.

What other issues should also be considered before sen-
ding images from Russia abroad? If the data should be sent
over the Internet, the transmitting and receiving parties should
apply an encryption solution certified by the Federal Security
Service of Russia (FSB) during the transmission of data over
insecure channels of communication, as stated in Federal Law
No. 152-FZ. Alternatively (,) the data may be shipped on hard
drives or other electronic media. This media should not conta-
in means of data encryption, while the data can be encrypted.
The parties involved in the cross-border transfer of data sho-
uld bear in mind that the Russian customs authorities might
want to inspect the encrypted container thanks in no small part
to the declaration of the goods containing a description of the
transferred media

Are there any alternatives? Yes. It might not appear obvious
at first glance, but the best way to transfer data from Russia
is to keep the information in Russia. As Russian legislation
is quite stringent in respect of personal data operators, the
best way to secure and process the data is to select a local
company that specialises in computer forensics. The compa-
ny should have all the necessary tools and mechanisms for
acquiring, storing and processing the data, and also an indu-
stry-level e-Discovery solution. The e-Discovery platform sho-
uld make it possible to establish secure remote connections
and should be capable of generating the requisite documents
for the court. Such an approach helps to mitigate the risk that
the data could leave the legal field, which would render further
legitimate use of such information impossible.
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CLOUD FORENSICS AS
A NEW TECHNOLOGY

by Shahrzad Zargari, David Benford

Cloud Computing is becoming so popular among organizations,
promising simplicity and delivering utilities based on virtualization
technologies. Convenience, availability, elasticity, large storage ca-
pacity, speed, scalability, and on-demand network access are some
of the attractions of the cloud computing. The adoption of cloud
computing solution is increasing rapidly which makes it inevitable
for digital forensics not to follow since major potential security risks
are surrounded this new technology.This study provides an overview
of cloud forensics including the issues and the existing challenges in
order to give better future prospects and also offers some steps to
be taken to overcome these challenges.

WHAT YOU SHOULD KNOW
« Just a basic knowledge about digital forensics

WHAT YOU SHOULD LEARN
 The application of digital forensic in cloud computing and challenges for digital forensics
investigators

INTRODUCTION
loud computing is a new buzz promising to provide
( simplicity and delivering utilities based on virtualization
technologies. It provides availability, convenience, ela-
sticity, large storage capacity, scalability, speed, and on-de-
mand network access to a shared pool of configurable com-
puting resources while charging the consumer based on the
usage (pay-as-you-go), (Mell &Grance, 2011).
Although, this new technology provides many advantages,
but the surrounding security issues are causing for concerns
where some of these issues can be listed as follows: the loca-
tion of data, the ownership of data, access control, regulatory
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requirements, liability and accountability in a case of security
breach, investigative support, long term viability of the provi-
der, data segregation, and disaster recovery and continuity
plans, (Gregg, 2010).

The accessibility of multiple data storage around the world
built by the cloud venders while they are shared and exchan-
ged can lead to the loss of security controls over the cloud
hosted on third-party cloud computing platforms.

The fast adoption of cloud computing solutions among organi-
zations forces digital forensics to follow in order to tackle the
aroused challenges.



DIGITAL FORENSICS: EVIDENCE AND PROCEDURE
Digital forensics is a process of analysing digital data while
preserving its integrity. It includes the collection and preserva-
tion of sized media at the crime scene, validation, analysis,
interpretation, documentation and presentation in a non-tech-
nical manner.

A complete documentation of the whole process of forensics
investigation must be provided from the seizure of the digital
equipment to the last phase of presentation of the evidence in
order to maintain the chain of custody and satisfy the ACPO
guidelines, (ACPO. 2009). In the cloud this process faces
many challenges such as having limitations on the controls
over the digital evidence. Digital evidence is any information of
probative value which is stored or transmitted in a digital form
based on SWGDE' definition which presents many challenges
due to its characteristics. The quantity of potential evidence,
easily contamination, the number of suspects, authenticity
and integrity, reliability, completeness, admissibility, and juries’
convincement are some of these challenges, (Reilly et al.,
2010). Digital forensic procedure acquires precision and deta-
iled documentation which includes five main steps as follows:
Identification, Preservation, Collection, Examination, and Pre-
sentation to the court. In the cloud, each step involves new
challenges which acquire careful consideration. For instance,
in Identification phase, determining the location of data in the
cloud, number of replica, ownership of the data, stability of the
data, and limitation of triage techniques are some of the exi-
sting challenges for digital forensic investigation in the cloud.

CLOUD COMPUTING SECURITY ISSUES

There are potential security threats associated with the fact
that data in the cloud are stored and processed remotely and
also, the usage of virtualization and sharing of platforms be-
tween consumers which make the ownership boundaries of
digital items blurry. Chow et al. (2009), presented a possible
list of security threats in the cloud indicating that the traditio-
nal threats still exist in the cloud however they are more pro-
nounced such as SQL-injection in platform level, phishing
cloud provider, and expanded network attack surface. Jamil
and Zaki (2011) published another list of threats in the cloud
such as the loss of governance, lock-in, data protection and
insecure or incomplete data deletion. The loss of governance
applies when there is a gap of commitment between cloud
providers and Service Level Agreement (SLA). In the cloud,
often, there is a chain of dependency between cloud providers
where sometimes causes difficulty in data portability within the
cloud, being referred as lock-in. In addition to the above, the
malicious insider could cause a major threat when one virtual
machine attacks another which is difficult to detect.

There is no doubt that the cloud is a great technology which
presents IT organizations with a fundamentally different model
of operation however, due to its architect in a case of security
breach, the major concern is the safety of the stored data.
The location of data in the cloud is unknown which could be
a disadvantage of the cloud computing. Even if one is able
to determine the physical location of the server, it is difficult
to find the precise data location on the server as each server
is shared by numerous organizations. Another issue with the
location of stored data is related to the jurisdiction that the
data is stored in which can cause limitation for digital forensic
investigation.

CLOUD FORENSICS

The application of digital forensic in the cloud computing
environment can introduce a new term as cloud forensics.
Cloud forensics can be a combination of traditional digital
forensics and network forensics. There are different areas in
cloud forensics that should be concentrated such as technical,
structural, and legal aspects. The technical challenges in the
cloud are occurred mostly in the process of data preparation
and acquisition. Similar to online investigations, there is a po-
tential risk of data loss during the imaging process for diffe-
rent reasons such as a virtualized server shuts down causing
parallel or unrelated services to be interrupted. One of other
issues in the cloud is the lack of access to main components
such as network routers, load balancers, large firewall, and
other networking components. It is a challenge to access the
cloud application logs due to the nature of cloud such as mul-
ti-sharing resources, multi-jurisdictions, and being highly vo-
latile and inconsistent. Moreover, the deleted data can easily
be overwritten in the cloud thus; the investigator would not be
able to recover the files in time. Investigations in hypervisor
-levels can also be challenging especially if there is an insider
threat.

In order to develop tools and procedures to carry out the digi-
tal forensics process in the cloud, some main keys should be
considered.

» Forensics data acquisition: There are different cloud servi-
ces and deployment models available in the cloud in which
the process of identifying, labelling, recording and extrac-
ting data varies from one to another. This also includes
whether the investigation is being carried out from client
side or cloud service provider side.

« Elasticity of forensic techniques: It is essential for cloud fo-
rensics tools to be elastic in order to complete with rapid
elasticity of the cloud. Large scale static and live forensic
tools are required to deal with most cases such as e-disco-
very, data acquisition, data recovery, and evidence analysis
tools.

» Investigation in virtualized environments: tools and proce-
dures are required to be developed for investigations in
virtualized environments such as hypervisor investigations
and evidence retrieval from physical locations of data at a
given timestamp.

» Evidence segregation: Cloud forensics involves the rever-
se process of evidence segregation from various shared
resources in multi-tenant environment but the underlying
cloud infrastructural components such as CPU caches
and Graphic Processing Unit (GPU) were not designed for
strong compartmentalization in a multi-tenant architecture.
Therefore, it is necessary to develop tools and procedures
in order to be able to segregate evidence among multiple
tenants in different deployment models with different servi-
ce models in the cloud.

* Proactive measures: Steps should be taken to facilitate the
forensic investigation such as designing forensics-aware
cloud applications and tools which proactively collect foren-
sics data in the cloud, and conduct regular snapshots to
remote storage, (CSA, 2011).

1. Scientific Working Group Digital Evidence < http://www.swgde.org>
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The main challenge to forensic investigation in the cloud is the
scope and diversity of operations in the cloud environment.
Some of the research challenges can be named as follows:
discovery of computational structure, attribution of data, se-
mantic integrity, stability of evidence, presentation and visuali-
zation of evidence, and cross-jurisdictional aspects.

There is no fool-proof method of acquiring data forensically in
the cloud which requires a combination of computer forensics
and network forensics. The active data can be collected by
traditional forensic tools, while its integrity is preserved, and
for additional data over the network such as activity logs, ne-
twork forensics tools are used. Activity logs can cause authen-
tication issues due to being highly volatile, being overwritten,
(Verma, 2011). E-discovery can be useful in cloud computing
which refers to any process in which electronic data are so-
ught, located, secured, with the intent of using it as evidence
in a civil or criminal legal case. E-discovery can be carried out
offline on a particular computer or performed on a network,
e.g. Encase have launched their own version however; avo-
idance of multi-jurisdictions problem is a major concern, (Big-
gs & Vidalis, 2009).

Encase and FTK have developed the ability of investigation
in the cloud however, their tools are not sufficient. An open
source tool was developed by a team from Stanford Universi-
ty in 2011 (https://bitbucket.org/Elie/owade/wiki/Home) which
is claimed to be able to extract information form cloud servi-
ces that a user accessed in his computer, reconstruct Internet
activities and search for the online identities that were used.
One of OWADE advantages is its ability to decrypt files ciphe-
red using various Microsoft built-in encryption schemes and it
combines this ability with traditional data extracting techniques
in order to access Skype chat history, decrypt Internet Explo-
rer stored logins and passwords, by cracking the windows
user password, or access historical Wi-Fi location data stored
by windows, delivering a list of access points with dates and
times, (Bursztein, 2011).

It is difficult to reconstruct cloud services data stored in a hard
disk since Windows scatters everything across multiple files
and encrypts some portions whereas OWADE only searches,
decrypts and puts together all of the cloud personal accounts,
logs, logins and passwords that have been accessed, (Bursz-
tein, 2011). OWADE (Alpha version) is still being developed
and at the moment it only works in Windows computers.
Some of the most useful information in digital forensics is
within the logs files which can also assist the application deve-
lopers for fault monitoring, assessing feature usage, and mo-
nitoring business process. There are challenges associated
with cloud-based log analysis and forensic such as, decen-
tralization of logs, volatility of logs, multiple tiers and layers,
archival and retention, accessibility of logs, non-existence of
logs, non-compatible or random log formats, and absence of
critical information in logs, (Marty, 2011). In the cloud, logs are
stored on multiple servers and in multiple log files by a cloud
-based application. Logs files have volatile nature and only are
available for a certain period of time. Therefore, Marty (2011)
proposed a set of practical guidelines instrumented in applica-
tion to address the existing challenges within log files. These
guidelines explained different situations such as when there
is a need to log, what sort of information need to be logged,
or how to log them. However, the paper only explained briefly
the implementation of these guidelines in SaaS for Django,
JavaScript, Apache, and MySQL.

The structural aspects of cloud forensics should involve the
consumer and the cloud provider. A list of required parties to
be involved in the cloud forensics can be listed as follows:
investigators, IT professionals, incident handlers, legal advi-
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sors, and external assistance in case of performing forensics
tasks such as e-discovery.

It is important to mention that cloud providers and most cloud
applications often have dependencies on other cloud provi-
ders therefore an investigation may depends on one of the
links in the chain and level of complexity of the dependen-
cies. Essential communications and collaborations through
this chain need to be facilitated by organizational policies and
Service Level Agreements. The chain of cloud provider and
consumer also has to communicate and collaborate with law
enforcement, third parties, and academia in order to facilitate
effective and efficient forensic activities, (Ruan et al., 2001).
The legal aspects of cloud forensics are related to the challen-
ges of investigations in the multi-tenancies and multi-jurisdic-
tions. These are the major legal concerns in digital forensics
where regulations and agreements have to be developed to
secure the forensic actives not to breach any laws or regula-
tions.

Legal considerations should also be focused on the Service
Level Agreements which is the terms of use between the con-
sumer and the cloud provider. In order to facilitate forensic
investigations, SLAs is required to include extra terms as fol-
lows:

» Service provided, techniques supported, and access gran-
ted by cloud provider to the consumer regarding forensic
investigation

» Trust boundaries, roles and responsibilities between cloud
provider and consumer

» The protection of forensic investigations in a multi-jurisdic-
tional environment in terms of legal regulations, confiden-
tiality of consumer data, and privacy policies (Ruan et al.,
2011).

CLOUD FORENSICS FOR DIFFERENT MODELS
Data centralization in the cloud would be a benefit to forensics
investigation which leads to a faster coordinated response to
incidents and also a dedicated ready to use forensic server.
The high availability computer intense resources and poten-
tially peta-bytes of storage are some of the advantages of clo-
ud computing related to digital forensic. Moreover, inbuilt hash
authentication for authentication of disk images shortens the
time consumption of generating MD5 checksums. However,
the main issues are still remaining for the digital investigations
in the cloud such as remote datacentres, evidence authenticity
and integrity, securing and evaluating the scene, documenting
the scene, RAM acquisition, and deleted data recovery.

INFRASTRUCTURE AS A SERVICE (IAAS)

In laaS, the consumer has the administrative access, so it can
deploy virtual machines where in some cases (GoGrid), the
VMs use persistent storage (bits would be written to the disk if
a VM is rebooted). The advantages are the ability to perform
deep interrogation of the machine, so traditional forensics can
be used. And also many of laaS providers support snap-sho-
oting a running VM, therefore, the state of a running host can
be captured quickly (via API that shoots a host after system
monitoring detects anomaly). The disadvantage is that a ro-
bust connectivity to the Internet should be present.



PLATFORM AS A SERVICE (PAAS)

The consumer deploys application packages to a runtime
environment that is hosted by a cloud provider so the consu-
mer owns the core application, and programmatically dictates
how it would interact with other dependencies. The advantage
is the core application is controlled by the organization there-
fore, log information can be customized in a way that by invo-
king the custom code, the system state can be interrogated
and logs be pulled. The disadvantage is that the provider may
confine the access to logging information.

SERVICE AS A SERVICE (SAAS)

In SaaS, the provider invokes an instance of an application
and the consumer can apply basic configurations or may be
able to interface with the application via an API, however, no
deep programmatic control are involved in order to modify the
core application of the system. The advantage is that high
level application logs might be available either success logs
and failure logs, or the actual activities within the environment
which it depends on the provider decision. Many providers
of messaging solutions in the SaaS email deployment have
an option for “message journaling” which tells the provider to
transparently forward a “carbon-copy” of all messages to ar-
chive service, (Birk, 2011).

CRIMEWARE-AS-A-SERVICE

CA Technologies (Internet security business unit) reported
that an emerging trend is now happening towards the creation
of Crimeware-as-a-Service with almost all Trojans (96%) de-
veloped as a result of this tactic. It also claimed that cyber
criminals are increasingly reliant on cloud-based web services
and applications, such as Google Apps, Flickr and Microsoft
Office Live, as well as real-time mobile web services to target
general users. The criminal have already started to develop
exploit kit such as Incognito which is web-based application
represented as MaaS (Malware as a Service), and it is located
in the cloud providing services to underground communities,
(Bruke & Baving, 2011). Cloud computing could still suffer
from traditional attacks such as DDoS, attacks targeting parts
or the entire cloud. In addition, a cloud can be used as a tool
to conduct or plan a crime and attack other cloud.

CLOUD FORENSICS IN MOBILES

Most of the existing mobile applications use cloud computing
such as Facebook and Google Mail. Based on Gartner pre-
diction, 90% of companies will support corporate applications
on personal mobile devices by 2014 therefore, if a company
has very little control over its mobile phones, therefore any
misuse may be difficult to be traced. The full impact of cloud
computing on the digital forensic community is yet unknown,
(Biggs and Vidalis, 2009), thus, mobile forensic will be suffe-
ring if research does not start developing cloud-based mobile
forensic in terms of tools, methodologies and procedures. Mo-
bile commerce is a new innovation which is causing a concern
in digital forensic community. For instance, wave and pay is a
new method of payment where no longer consumers need to
pay by bank card and the bill will automatically be paid with a
swipe of a mobile.

In 2011, Zhu carried out a research to find out whether the
existing forensic tools are able to extract all the information
within smartphone devices. Different digital forensic tools (e.g.
XRY v5.5 & Oxygen) were used as well as the open source
tools. Zhu findings indicated that the current forensic tools and
methodologies could not extract data from cloud storage ba-
sed applications such as Dropbox and also have difficulties
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extracting cloud based emails such as G-mail. Cloud based
emails can only be extracted if the phone is jail-broken or has
a root access right however, the cloud service provider would
be able to collect the emails where the integrity of the data
would not be 100%, (Zhu, 2011).

CONCLUSIONS

Cloud computing is an emerging computing paradigm aiming
to share storage, services, computation where is pushing
digital forensics to new limits. Cloud computing delivers its
low cost services through the use of large data centres for
storage in different jurisdictions with multi-tenant hosting by
virtual servers. These are the factors that make challenges
for digital forensics since the location of data and its replicas
(for backup reasons) are unknown. Plus these data are stored
in different jurisdictions where different legislations regarding
the data access may have been applied and also the owner-
ship of these data is in question due to sharing the resources
(multi-tenancy). The traditional digital forensics is not able to
compete with cloud technology therefore cloud forensics as a
new term was defined (Ruan et al., 2011) as a cross-discipline
between cloud computing and digital forensics which also is
a subset of network forensics, including three dimensions of
technical, organizational, and legal dimensions. Opportunities
and Challenges in each dimension were discussed in order to
overcome the difficulties in the forensics investigation proce-
dures in cloud computing, the following steps are recommen-
ded by this work.

» Reconstructing the ACPO guidelines for cloud forensics.
This will protect the digital forensics investigators from
dealing with legal issues while providing them with some
reliable procedures and regulations to follow in order to ma-
intain the chain of custody

» Revising regulations and laws regarding the digital forensics
investigations in cloud computing

* The development of Forensics as a Service in cloud com-
puting (by cloud developers) in order to employ fast and
reliable procedures for investigations according to ACPO
guideline

* Revising the Service Level Agreement in a committee inclu-
ding a representative of consumers, cloud providers, digital
forensics experts, and legal advisors. SLA should be writ-
ten in a way that assists digital forensic investigators while
there is no breach of privacy or regulations

» Attempts should be made to regulate internationally the use
of cloud computing services therefore; the forensic investi-
gators have less limitation in different jurisdictions (towards
harmonization).

* Research must be conducted to develop new cloud-based
forensics tools to effectively and efficiently facilitate the fo-
rensic investigations.

Authors: Shahrzad Zargari & David Benford;
University of Derby
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HOW SECURE IS MY REMOTE

CONNECTION?

by Paul Gafa

This article will guide you through the settings available to confi-
gure your remote connection in a secure way.

WHAT YOU SHOULD KNOW

You must have previous experience with ,Remote Desktop Connection”and preferably ,Microsoft

Terminal Services” or cloud computing in general

WHAT YOU SHOULD LEARN

How can we ensure that we have the correct settings in place and how can we get the most secure

connection

has been available for quite a long time. Over the years

the Remote Desktop Protocol (RDP) has evolved to
provide higher security and better performance. Nowadays,
due to users’ mobility, access to remote desktops or access
from the cloud is very common. If you need to access impor-
tant data while travelling, remoting to your desktop is a better
solution than actually carrying the data with you, as no data is
lost if your device is lost or stolen. How can we ensure that we
have the correct settings in place and how can we have the
securest connection?

Remote Desktop Connection to your Windows machine

HISTORY

The first operating system which supported RDP protocol
was NT 4.0 which was released in 1996. The RDP version
used was also 4.0. The latest Windows Operating Systems
- Windows Server 2012 and Windows 8.0 - include the latest
version which incidentally is also version 8.0. In 16 years se-
curity has always been of interest and we will see what we can
do to get the most out of the system in this regard.

SECURITY WITH SERVER SESSIONS

Microsoft RDP Protocol comes with a few options which will
determine the Security Level and Encryption used during a
session. These options are pretty easy to set if you are con-
necting to a server by opening the Remote Desktop Session
Host Configuration Management Console Snap In. Choose
the General category as shown in Figure 1.
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RDP-Tcp Properties E

Remote Contral I Client Settings I Network Adapter I Security

General Log on Settings I Sessions I Environment
Type: RDP-Tcp
Transpart: tcp
Comment: ||
— Securty
Security layer: S5L(TLS 1.0) |

S5L(TLS 1.0) will be used for server authentication and for encrypting all
data transfemed between the server and the client.

Encryption level: FIPS Compliant j
All data sent between the client and the server is protected by using
Federal Information Processing Standard 140-1 validated encryption
methods.

~ Allow connections only from computers running Remote Desldop with
Metwork Level Authertication

Certificate: Auto generated
Select | Defaut |

Leam more about configuring security settings

o« ]

Cancel Aopiu

Figure 1. The RDP security options on a Windows 2008 R2
Server




The Security Layer can be set to RDP Security Layer, SSL
(TLS 1.0), or Negotiable where the best available option is
used. It is advisable that whenever possible SSL is used.
When SSL is in place the client can verify that it is actually
connecting to the correct server by validating the server certi-
ficate. You need to ensure that the certificate used was issued
by one of the trusted Certification Authorities.

The client has the following options to validate the server

certificate:

¢ If server authentication fails, connect to the computer witho-
ut warning (Connect and don’t warn me)

 [f server authentication fails, do not establish a connection
(Do not connect).

¢ |f server authentication fails, show a warning and allow me
to connect or refuse the connection (Warn me).

LB Remwte Deskiop Connection

4 i yema drved Qv revsde srreecdion 7

Tres remoie correction cowd ham your oo or semoce computer. Maoe sure that you s the
il e Glrmgrubsy’ bl ore you corrme]

!'{: Tyoe:

Brrenie nomenber

Fesigte Deckion Commechion
WT-3210F5 Jvinsing

™ Don't ask me agan for conneciions 10 T computer
d Ll_ddri Coonect |

Figure 2. Client connection warning for a certificate which is
not trusted

gancel |

If the client is connected using an SSL connection a lock
icon is shown on the connection bar when the session is in full
screen mode as shown in Figure 3.
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Figure 3. Lock icon shown on the connection bar.
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When RDP encryption is used, you can select the En-
cryption Level which can be set to one of the following:

All data sent from the client to the server is
protected by encryption based on the maxi-
mum key strength supported by the client.

Low

Client
Compatible

All data sent between the client and the
server is protected by encryption based on
the maximum key strength supported by the
client.

All data sent between the client and the
server is protected by encryption based on
the maximum key strength of the server.
Clients that do not support this key strength
are not allowed to connect.

High

FIPS
Compliant

All data sent between the client and the
server is protected by using Federal Infor-
mation Processing Standard 140-1 validated
encryption methods. Client that does not
support FIPS are not allowed to connect.

When SSL is used you can opt to enable “Network Level Au-
thentication”. This means that the user is authenticated before
the Remote Desktop Session is created making access more
difficult for potential attackers. This means that if authentica-
tion fails, the user will not be able to enter his credentials at the
Windows login screen as the connection will be terminated.
Limited resources from the server are used unless the user is
actually authenticated, reducing the risk of Denial Of Service
attacks. If the client in use does not offer

SECURITY WITH WORKSTATIONS SESSIONS
If a workstation is joined with a domain these settings can be

pushed via group policies.

The policy path is: Computer Configuration\Policies\Admi-

nistrative Templates\Windows Components\Remote De-

sktop Services\Remote Desktop Session Host\Security as

shown in Figure 4.
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Figure 4. Security Group Policy

However if the workstation is not joined to a domain we need
to be able to change these settings directly from the registry.
Windows XP, Windows Vista, Windows 7 and Windows 8 do
not offer a user interface to configure all these settings. You
need to modify the registry settings at:

HKEY_LOCAL_MACHINE\SYSTEM\CURRENT-
CONTROLSET\CONTROL\TERMINAL SERVER\
WINSTATIONS\RDP-TCP

As always, back up your registry settings before you make
any changes.

To modify the Security Layer you need to set the entry Secu-
rityLayer. Possible values are as follows:

0 | Communication between the server and the client will
use native RDP encryption.

1 | The most secure layer that is supported by the client
will be used. If supported, SSL (TLS 1.0) will be used.

2 | SSL (TLS 1.0) will be used for server authentication as
well as for encrypting all data transferred between the
server and the client. This setting requires the server
to have an SSL compatible certificate. This setting is
not compatible with a MinEncryptionLevel value of 1.

www.eForensicsMag.com
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To modify the Encryption Level you need to set the entry
MinEncryptionLevel as follows:

1 Low level of encryption. Only data sent from the client
to the server is encrypted using 56-bit encryption.
Note that data sent from the server to the client is not
encrypted.
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2 | Client-compatible level of encryption. All data sent
from client to server and from server to client is
encrypted at the maximum key strength supported by
the client.

3 | High level of encryption. All data sent from client to
server and from server to client is encrypted using
strong 128-bit encryption. Clients that do not support
this level of encryption cannot connect.

4 | FIPS-compliant encryption. All data sent from client
to server and from server to client is encrypted and
decrypted with the Federal Information Processing
Standard (FIPS) encryption algorithms using the
Microsoft cryptographic modules. FIPS is a standard
entitled ,Security Requirements for Cryptographic
Modules”. FIPS 140-1 (1994) and FIPS 140-2 (2001)
describe government requirements for hardware and
software cryptographic modules used within the U.S.
government. Clients that do not support FIPS are not
allowed to connect.

HOW CAN | MODIFY MY CONNECTION TO
ACHIEVE A HIGHER LEVEL OF SECURITY?

Since RDP protocol is well known it is not a difficult task to
find public servers and attack them. It is advisable to protect
your server from being discovered as an RDP enabled ma-
chine.

The most obvious thing to do is change the port on which
the service is running but there are more advanced ways to
protect your server.

CHANGING THE DEFAULT PORT
By default the RDP port is set to 3389, thus anyone wanting
to attack your machine is likely to force an attack on this port.

You can easily change this port by following these simple in-

structions:

1. Start Registry Editor.

2. Locate and then click the following registry subkey:HKEY _
LOCAL_MACHINE\System\CurrentControlSet\Control\Ter-
minalServer\WinStations\RDP-Tcp\PortNumber

3. On the Edit menu, click Modify, and then click Decimal.

4. Type the new port number, and then click OK.

5. Quit Registry Editor.

6. Restart the computer.

48

Figure 5. Changing the RDP default port

If your machine is behind a router you may only need to chan-
ge the port forwarding rule on your router.

DIFFERENT RDP CLIENTS AVAILABLE

Microsoft distributed various RDP Clients with their operating
systems. Depending from which version you are running you
may not have access to the latest features in security.
It is important that the RDP version is Version 6.0 or higher
in order to be able to use Network level Authentication. RDP
clients running version less than 5.2 do not support TLS. Other
third parties RDP clients may lack one or the other feature.

VPN, SSL OR SSH TUNNELS

An easy way to hide your RDP enabled machine is to put the
listening port behind a VPN, SSL or SSH tunnel, so that before
the user can connect to the RDP protocol he must first open
the VPN, SSL or SSH tunnel. If this requires authentication
then the security level within RDP is protected by the tunnel.
There are various products on the market which are able to
do so. A typical setup is shown in figure 6. The client connects
to a gateway which has only port 443 (SSL) enabled. Thus a
potential attacker is not aware of the services that lie behind
the gateway. The gateway will authenticate the user before it
forwards the connection to the destination server.

Client SecureClientGateway

Termingl Server |
VDI Hast

Figure 6. Remote Desktop Servers behind an SSL enabled
gateway.

SECOND LEVEL AUTHENTICATION

Some products add an extra level of security by introducing a
second level of authentication. This can be an RSA key token
or simply a request for a One Time Password, sent via SMS
or email when needed. Another form is a software version of
a key token which can be installed on your smart phone or
machine. Products can verify the device from which you are
connecting and warn the user if the connection is made from
a new device.

DO NOT KEEP THE DEFAULT REDIRECTION
SETTINGS

If you allow other users to connect to your machine or if
you might connect from a public machine it is advisable to not
allow files to be copied from the client to the server machine.
This will protect the host from being infected with unwanted
applications. The clipboard may also be a source of unwanted



data on your machine so disabling the redirection of 'Drive’
and ‘Clipboard’ makes your system safer. Allowing redirection
of ‘Plug and Play’ devices may result in installation of new dri-
vers on your system, so it is advisable to keep this feature di-
sabled in order to further stabilise your system, as redirection
is normally not needed.

RDP-Tcp Properties

Sessions I Environment
Metwork Adapter I Security

Log on Settings |
Client Settings

General I
Remote Control

r— Color Depth
¥ Limit Meodmum Color Depth
|32 bits per pocel j

— Manitor Settings

Limit maximum number of manitors per session 16 =

— Redirection

Disable the following

Dirive

O Windows Prirter

O LPT Port

O com Port

O clipboard

O Audio and video playback

O Audio recording

Supported Plug and Play Devices
O Default to main client prirter

Cancel

o |

Apply

Figure 7. Redirection settings in the Remote Desktop Host
Configuration

PERFORMANCE

Adding more security does not decrease the quality of the
user experience. With the improvements made in the last ver-
sion (7.0 - 8.0), the Remote Desktop Protocol provides excel-
lent user experience both on a LAN and on a WAN. Accele-
rated multimedia now make it possible to stream high quality
media.

KEEP YOUR MIND AT REST

Security has always been one of the areas in which Microsoft
have invested so as to improve their system. We have seen
various settings which can be used to secure your connection.
Unfortunately some of the options are only available in the
latest versions of the Windows operating system. Using a third
party application to SSL tunnel your session will protect your
RDP session irrespective of the version of RDP. If you can
control which devices access your machine(s) and receive
alerts if someone who is not authorised is trying to gain ac-
cess, you can keep your mind at rest!

www.eForensicsMag.com
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THE CCTV FILE
FORMAT MINEFIELD

by Dr Mark Sugrue

The first and often most difficult issue faced by CCTV investigators is
simply getting the video evidence to play, but tips and technology

can help...

WHAT YOU SHOULD KNOW

« With 3000+ video file formats in the CCTV industry, viewing footage can be a challenge.

LEARN HOWTO

« ldentify formats and the best places for get 3rd party player applications.

for Law enforcement agencies. It has surpassed finger-

prints and other common evidence sources. The growth
in CCTV as a source of evidence has primarily arisen due to
a fundamental shift in technology— the move from Analog to
Digital surveillance systems. Whilst the technology shift has
provided a rich source of evidence, there are some technical
issues which can give Law enforcement agencies a headache.

Digital Video Recorders began to replace older Analog CCTV
recorders about 15 years ago, and they promised a lot: better
quality, ease of use and reliability. One important feature was
lost in the changeover: a standard data format.

With Digital Video Recorders it was left to the manufacture to
decide how to actually encode and store the video data. With
no proper industry standard to follow, each manufacturer bre-
wed their own file format, and made players to accommodate
the format. The result is near chaos.

We at Kinesense have documented more than 1,500 diffe-
rent CCTV video file formats in circulation. This is by no me-
ans all the formats that exist, and DVR manufacturers (mainly
Chinese and South Korean companies) are producing new
formats on a weekly basis. Our best estimate is that there
are a minimum of 2,500 to 3,000 file formats and codecs in
existence.

CCTV footage is a rapidly growing source of evidence

50

When an investigating officer is handed a disk or USB key
containing case-critical CCTV video, he usually needs to first
try to identify the file format and spend hours trawling the in-
ternet and specialist forums trying to locate the right player
software. It is a very time consuming, inefficient process and
has huge knock on costs through the whole law enforcement
system.

HISTORY: HOW DID WE END UP WITH THIS
MESS?

The first widely adopted digital video file format was Micro-
soft’s ‘AVI’ format, released with Windows 3.1 in 1992. AVI is
a versatile, and therein lies the problem for CCTV. AVl is a
container format; meaning it has a standard file header, but
the actual data can be encoded in any way desired. All that’s
needed is a codec — a small piece of software installed and
hidden away on your PC that does the work of decoding the
file. The AVI file header contains a four letter code which de-
scribes which codec is used, so then Media Player runs off
to the Registry, finds the codec software, and plays the file.
Great, in theory...

The problem is that 1992 was long before the modern inter-
net. The four character identifier in the AVI header isn’'t enough
to tell the computer where to get the codec if it doesn’t happen
to be installed already. A four character code (formally called



‘FourCC’) could be unique — there are over 16 million possible
combinations — however, Microsoft never thought to include
any way of issuing unique codes or of preventing companies
from using a few popular codes. (Actually, this isn’t quite fair.
Microsoft does ask that manufacturers email them to register
new FourCC codes, but there doesn’t seem to be any place to
look up the full official list; neither does there seem to be any
enforcement) There are 835 different AVI codecs in our format
database with many companies using the same four charac-
ters to represent different codecs.

. Ty
Figure 1. Privately operated CCTV can be quite poorly ma-
intained.

AVl is only the beginning of this story. There are at least 20
different ‘open’ video file formats — meaning the layout of the
file is publicly available. A few of these are used by DVRs.
Flash (flv) and mpg (and its evil twin, VOB) are used by a few
manufacturers. Of the open formats, AVI is the most common
in CCTV, and within AVI, most manufactures use their own,
non-standard, codecs.

That brings us to the nest of vipers that are closed video file
formats. Most DVR manufacturers don’t even adhere to the
loose and flexible AVI standard. They branch out all on their
own and make something completely new — and completely
incompatible with everyone’s format or player. This isn't just a
minor irritation — there are now thousands of incompatible and
undocumented video formats in circulation, and it is increasin-
gly difficult to simply identify the brand or origin of a video file.

THE COST OF CCTV
CCTV is a powerful tool and, when a crime is caught on
camera (and the video quality is good) few other types of evi-
dence are as convincing to a judge or jury. The cost of gathe-
ring CCTV evidence is monumental. The UK has one of the
highest densities of CCTV cameras of any major country, with
an estimated 5 million CCTV cameras — the vast majority of
which are privately owned and operated. Other countries may
have fewer cameras, but are catching up quickly. A Study
by Tayside Police in Scotland has shown that at least 65%
of criminal investigations gather CCTV evidence, and a simi-
lar study by Cheshire police showed that 75% of that is from
3rd party sources. This means that half of all criminal cases
involve video evidence captured from private DVRs (which
equates to approximately 900,000 cases in the UK each year).
What is the cost of this to the police? There is no systematic
study which quantifies the cost in time or resources of finding
and recording or copying CCTV, bringing back to the station or
delivering it to the audio-visual department, or even the cost in
time and manpower of simply watching it — but that cost must
be vast. | have spoken with quite a number of UK bobbies who
find that their routine police work is frequently sidetracked by
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hours spent fiddling with DVRs and attempting to play or re-
trieve the footage, or simply driving the possibly-important but
unplayable video recording in a squad car to the Audio-visual
department. The number | have heard anecdotally is an ave-
rage of two hours per week, per officer. That equates to 5% of
each police officer’s time, or about 13 million man-hours per
year across all 43 UK police forces. This calculation does not
include the knock on costs and delays to the back office and
technical staff or to case preparation or to the courts.

Figure 2. “Have you seen this man?” Badly installed CCTV
can be next to useless, as in this image released by Blackpo-
ol Police in August 2012. http://www.blackpoolgazette.co.uk/
news/cctv-plea-over-attack-at-club-1-4818286

CCTV need not be this inefficient. DVRs could be designed
with standard formats and user interfaces. Technology does
exist to speed up the process of accessing video, of sending
it securely (without having to use a squad car!) to a server
and for speedily reviewing it. In many forces, audio-visual or
computer crime departments end up doing too much of the
work that should be done by investigative officers and there
are tools available to enable front line officers to do this work.

Figure 3. Player Manager with a list of players, screenshots
and searchable notes on each one.

CCTV VIDEO FILES: HOW TO VIEW THEM?

So what can be done when faced with a new and unknown
video file from a CCTV DVR? There are a number of tools and
clues that can help identify it.

¢ Which file is the video file?

An investigator is typically presented with a CD/DVD or
USB key with video evidence. Determining which file on the
device is the video file should be straightforward but often
it is not. When video is retrieved from the DVR, lots of ran-
dom log files can also be exported along with the important
video files. Sometimes the data arrives in a complex folder
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tree with the important video files squirreled away up in the
high branches of the folder structure. Generally, the video
files will be the largest files on the disk. The tool TreeSize
Free is handy for quickly scanning the size of folders and
subfolders and detecting where the big files are.

e Can the DVR supply the player software?

Sometimes, kind and considerate DVR manufactures con-
figure their machines to save a copy of the CCTV player to
the disk or USB key when you hit ‘export’. Sometimes, this
is an option hidden away in a menu. If the DVR can give
you the player or codec, perfect. More often than not, the
DVR doesn’t do this.

¢ What is the file extension of the video file?

The letters or numbers after the final *.’ in the video file
name are key to identifying it. If the file ends in ‘AVI’ the
next step is to determine what codec the file requires. If it is
‘mpeg’, ‘mpg’, ‘flv’ or one of the other open formats, the file
will likely play in a standard movie player such as VLC or
Windows Media Player. If it is none of these, the file format
is most likely closed and will only play in the manufacturers
own software.

¢ Identify t he AVl Codec?

For AVI files, the codec is written into the file header. It is
possible to look yourself by opening the file in HxD (look
at byte position 188) but two fine tools exist to make this
easier: Medialnfo and GSpot. Either tool will give you use-
ful information, such as width, height and duration; but
the key information is the codec. Maybe 850 different AVI
codecs exist. If you find the right one, download it from the
manufacturer, and install it correctly, then Windows Media
Player should play the file.

Useful sites for finding information on codecs are fourcc.
org, Vid-ID.com and media-geek.com (more about these
below).

* Identify a proprietary CCTV file format?

This one is tough. There are at least 1,500 to 2,000 different
proprietary (closed) video file formats in use. If Medialnfo
can’t open it, and VLC or Windows Media Player can’t play
it, most likely the file is simply a closed format that can only
play in the player software supplied by the DVR manufac-
turer. There are a few websites that can help identify the
format and suggest players to download.

Kinesense’s own Vid-ID tool is a good place to start. Just
open the website www.Vid-ID.com and select the file you
wish to identify. Vid-ID checks its internal database of file
formats and emails a list of possible matches to you. For
AVI files, you should use the Media-Info application to ac-
cess the codec name, and then enter that into Vid-ID.

Kinesense also make a handy desktop application called
Player Manager which includes an off-line copy of the Vid
-ID database and can automatically detect the codec name
in AVI files and tell you which codecs are already installed
on your PC. It does more than this — it also searches your
hard disk to find CCTV players and tells you which one to
use for a given file. Player Manager keeps notes on each

eForensics
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player, can record tips on how to use it and keep screen-
shots. When you encounter a new file, and download a new
player, it becomes part of the Player Manager database.
Player Manager can back up your library of players and let
you synchronise the library across different PCs. You can
download a free 30 day trial of Player Manager from the
Kinesense website.

Alternatively, there are a number of websites which offer
long lists of file formats where you can manually look up a
file type. Most of these sites are members only, or restricted
to police in particular countries.

Media-geek.com is certainly one of the best collections of
format and player information available, and includes a wiki
with reams of useful information. It is members only, but
membership is free of charge and open to forensic investi-
gators in any country.

The London Metropolitan Police have an online DVR and
codec database but it is restricted to UK Police only. CCTV-
codec.com is a similar site based in Denmark. In the next
few months, the FBI is planning to launch their own codec
database. This one will be freely accessible to everyone |
am told, and will be found at: www.fbivipr.org.

MOST DIFFICULT FORMATS

The player applications themselves can be quite a pain, even
after you have found a match for that troublesome format.
Some players have not been updated in years and only work
in XP, Windows 2000 or even earlier incarnations. This is whe-
re keeping detailed notes on how to use each player, and sha-
ring this information across the police force reaps rewards.
Kinesense’s own Vid-ID.com tool gives us a unique insight
into which video formats investigators find the most troubling.
The online tool is used by thousands of investigators around
the world. For all those overworked forensic investigators fa-
cing the latest frustrating DVR or video format, rest assured
you are not alone — this is a problem shared by police in at
least 112 different countries. Google Analytics provides a bre-
akdown of country of origin for (anonymised) website visitors.
Visitors from the UK top the poll for using Vid-ID, followed by
the US, India, Canada, Japan and, somewhat surprisingly, Tri-
nidad and Tobago! The most searched for formats are .box
(used by i3DVR and SAY Security), .bix, .dat, .264 — | interpret
these as being the most perplexing formats, rather than the
most common.
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Figure 4. An ‘About Box’ from a player called ‘Player’, provi-
ding very little useful information.

THE FUTURE

The chief driver of CCTV installations is not government or
police, but insurance companies, who offer sizable discounts
to clients with CCTV cameras. Strangely, insurance compa-
nies don’t specify a minimum level of quality — meaning the
only pressure on the CCTV owner is cost, and they will almost



always buy the cheapest DVR which allows them to claim the
insurance discount. The owner buys, installs the system, and
then forgets about it until some incident occurs. The true end
user is the police who are faced with badly maintained came-
ras, old DVRs, lost manuals and forgotten passwords. CCTV
can often be of such poor quality as to be useless as evidence.
Even so, police must spend the time to collect and view this
video before they can determine if it is usable.

What is needed is a proper industry standard which specifies
a common file format and a minimum level of quality. There
is work being done both in the US and EU to write such stan-
dards, but they are years away and actual enforcement seems
unlikely to be stringent. Even when such a standard is in pla-
ce, it will be many years, if not decades, before all the older
non-standard DVRs are replaced. Again, only the insurance
companies truly have the clout to set and enforce such a stan-
dard — but while the true end user — the police — continue to
shoulder the cost of the current system, neither the insurance
companies nor their customers are likely to change.
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Unsupported 16-Bit Application

The program or feature VSNX.EXE cannot start or run

Figure 5. This error message suggests this CCTV player was
designed for Windows 3.1, pre-1995. The DVR is still in use.

Despite all this, CCTV can be an excellent source of evidence
and it will continue to be used. During this time of tightening
police budgets, some modest changes to work practices and
adoption of new technology with regards to the collection and
reviewing of CCTV presents considerable opportunity for sa-
vings.
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Figure 6. Many player applications are difficult to use so ke-
eping good notes on how to use players is essential.

www.eForensicsMag.com

USEFUL LINKS
e www.media-geek.com website by LEVA member Larry A.
Compton for the Forensic Multimedia Community.

e www.Vid-ID.com A free tool for finding codec and format
information

¢ http://www.headbands.com/gspot/ G-Spot Codec Informa-
tion Appliance software

¢ http://mediainfo.sourceforge.net/en Medialnfo tool for iden-
tifying codecs

¢ http://www.kinesense-vca.com/product/kinesense-player
-manager/ Kinesense Player Manager

e http://www.jam-software.com/treesize_free/ TreeSize Free
— for scanning folder sizes

¢ http://mh-nexus.de/en/hxd/ HxD — for looking at file bytes

e http://fbivipr.org/ A FBI DVR database (in development).

e http://cctvcodec.com/ A members only codec database ba
sed in Denmark

¢ http://www.videolan.org/vic/index.html VLC player by Vide-
olLan

¢ http://www.fourcc.org/ More information on FourCC codes

¢ http://www.doktorjon.co.uk/ CCTV News site
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COMPUTER FORENSIC & DATA RECOVERY

eUnauthorized disclosure of corporate or trade
secret data

*Employee internet / computer / email abuse

eEmployee termination

The evidence your case needs is most likely
on someone’s computer or network.

Chartstone analysts will determine the
evidence location and format to collect,
preserve, analyze and present it.

You can be confident in Chartstone. We only
use proven, trusted, industry-leading
forensic solutions and methodologies.
Chartstone analysts have years of experience
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eCriminal fraud / deception
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eDivorce

eAnd more...

Chartstone will recover data from:
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Webmail Backup files Chat sessions
Smartphones Encrypted files Compressed files
Documents Workstations Disk or RAM

Images and video Servers Tablets

Internet artifacts RAIDs And more....

INFORMATION SECURITY SERVICES

Chartstone will provide guidance and practical solutions to protect and secure your
information and information systems from unauthorized access, use, disclosure, disruption,
modification, perusal, inspection, recording or destruction. Our services include:

Training and Awareness

Social Engineering Testing
Enterprise Risk Management
Policy and Procedure Assessment
and Development

Chartstone

Digital Forensic and Information Security Services

www.Chartstone.com

Vulnerability Assessment

Penetration Testing

Disaster Recovery and Business Continuity
Regulatory Compliance

203-233-3523
Info@Chartstone.com
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